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Merit LILIN Application Note
How to Protect LILIN NAV System from the Virus WannaCry 2.0

Document Number : A00123
Date : 2015/05/26
Dept: Technical Support, Taipei

Subject: This document describes how to prevent the virus WannaCry 2.0 for LILIN Navigator
systems.

Products:
NAV3025 ~ NAV2036 ~ NAV1036/1072/1108 ~ NAV16036/16072/16108 ~ NAV24036/24072/24108

Step #1. Check whether the LILIN NAV system has got the Virus WannaCry 2.0
1-1 Remove all network connections (wire & wireless), and then reboot Windows system.

1-2 After you log in to the NAV system, press “Ctrl + Alt + Del” to run Task Manager, choose processes
page and check whether there is tasksche.exe or mssecsvc.exe on the list. If so, your system might
have the virus.

Step #2. How to remove the WannaCry 2.0

2-1 Re-install Windows, since this NVR contains embedded Windows, please contact your local LILIN
dealer or branch for getting an embedded Windows module.

2-2 If Windows is not re-installed on the hard disk, DO NOT put this hard disk into the others PC to
avoid affecting another PC from the virus.

Step #3. Protect LILIN NAV from WannaCry 2.0
Enable Windows automatic updates, and update fully your system.

3-1 Press “Ctrl + Alt + Del” to run Task Manager, choose services page and make sure if Windows
Update service is running.
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Windows Update Properties (Local Computer) ~  [eSs

General |Log On | Recovery | Dependencies|

| Service name: WUBUSEV]

Display name: Windows Update

Description: =

Path to executable:

C\Windows\system32\svchost exe -k netsves
ISIznup pe: (Automatic (Delayed Star) -
; : :

ISer\rice status: Staned I

sn | (amsopn] [ Pawe ] [ Rosme

You can specify the start parameters that apply when you start the service from
here.

Start parametars: ’

3-3 Execute Windows Update and make sure that all hotfixes are installed (Control Panel\System and
Security\Windows Update).
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26 b Troobieshoot Common computer problers Restore your Computer 10 an earier time
System and Security User Accounts and Family Safety Hardware and Sound Windows Firewall
) Add o remove user accounts o Check firewall status  ASOwW & pAOGram though Windowe Firewat
J ls &
?a::;y:!u (::l::;r & Setup pacentai controls for any user s dh Systém
P . Appearance and Personalization Satety Hn View amcunt of RAM and progeisor speed  Check the Windows Esperience hdes
Network and Internet 5 Change the theme Appearance snc W Asiow remote access  See the name of th computer | ) Device Manager
View network status and tasks Change desitop background s
\ . . hange ] e sl Windows Update
~ Choose homegroup and shiring options Adjst screen resolution Clock {angrege, sed Repic . - ot View instilted sidetes
: Ease of Access
Hardware and Sound Clock, Language, and Region Power Options
# View Seices and pres W Crvoe et cxctes ot mevoss Wocple s hen the computerwekes | Change whal i powes butions o
ASd 3 device Crange dsplay language Change when the computer Yeeps
_&i Programs Ease of Access e Backup and Restore
k . Uninstall a program Let Windows suggest settings Back up your computes | Restice files from Backup
Ooiitas vl distey Bitlocker Drive Encryption
Protect your compuier by encrypang dats ca your dnk  Manage Batociet

3R Wendows Updete FEE D m

G@v@ Control Panel » System and Security » Windows Update

Search Control Panel

Fite Edit View Tools Help
Control Panel Home A
Windows Update
Check for updates
Change settings y
View update hi , f’heck for updates for your computer
ways install the latest updates to enhance your computer’s security and
Restore hidden updates performance.
Updates: frequently asked
questions
Most recent check for updates:  5/19/2017 a1 424 PM
Updates were instalied: 5/18/2017 at 3:49 PM. View update history
You receive updates: For Windows only.
Get updates for other Microsoft products. Find out more
See also
Instalied Updates
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File Edit View Tools Help

Customize settings for each type of network

You can modify the firewall settings for each type of network location that you use.
What are network locations?

ions, including those in the list of allowed programs
[¥] Notify me when Windows Firewall blocks a new program

0 () Turn off Windows Firewall (not recommended)

Public network location settings

0 @ Turn on Windows Firewall
lock all incoming connections, including those in the list of allowed programs

Notify me when Windows Firewall blocks a new program l

9 () Turn off Windows Firewall (not recommended) |

Step #4. Disable TCP 455 Port
4-1 Click Advanced settings.

.
- P
G—@'[‘ » Control Panel » System and Security » 'Windows Firewall v[l']l Search Control Panel R
s - —
File Edit View Tools Help
-

Panel H . . .
Control Pacel HogS Help protect your computer with Windows Firewall

Allow a program o feature Windows Firewall can help prevent hackers or malicious software from gaining access to your computer

through Windows Firewall through the Internet or a network.
% Change notification settings How does a firewall help protect my computer?
% Tum Windows Firewall on or What are network locations?
off
& Restore defaults l 9 Home or work (private) networks Connected (&
% Advanced settings Networks at home or werk where you know and trust the people and devices on the network )
Troubleshoot my network =
Windows Firewall state; On
Incoming connections: Block all connectiens to programs that are not on the
list of allowed programs
Active home or work (private) networks: B e
Notification state: Notify me when Windows Firewall blocks a new
See also program
Action Center

Network and Sharing Center l 0 Public networks Not Connected (¥
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4-2 Click Inbound Rules, and then Import Policy.

File Action View Help

e @ EE

&3 Inbound Rules

&8 Outbouna Rules
% Connection Security R
- % Monitori Y.
ng Overvien 4, Export Policy.
Domain Profile Restore Default Policy
@ Windows Firewall is on. Diagnose / Repair
©  Inbound connections that do not match a rule are blocked. View »
@  Outbound connections that do mot match a rule are allowed.
Private Profile is Active
@ Windows Firewall is on.
©  Inbound connections that do not match 2 rule are blocked.
@  Outbound connections that do not match a rule are allowed.
Public Profile
¥ Windows Firewall is on,
©  Inbound connections that do not match a rule are blocked.
@  Outbound connections that do not match a rule are allowed.

Windows Firewall with Advanced Security on Local Computer Actions

| ‘ Windows Firewall with Advanced Secunity provides network secanty for Window| - -
| | . Import Policy...

Refresh

BE

Properties

Help

B}  Windows Firewall Properties

Getting Started

F Py h

p S

Create connection security rules to specify how and when connections between computers :
Internet Protocol secunity (IPsec).

B} Connection Seconty Rules

B View and create firewall rules
< (gtiied] | (1

4-3 Choose Port and go next.

# NewibowndRuewaad LG B d— e

Rule Type
Select the type of fuewall rule o create,

Staps:
o Rule Type ‘What type of rale would vou like to creata?
@ Frotocol and Forts
* Action ! Program

Rule that coatrols connctions for a m
@ Profile
@ Name @ Port

Roule that controls connections for a TCP or UDP port.

" Predefined:
EITS Peercaching bl

Rule that controls connections for a Windows experience.

) Custom
Custom rule.

< Back Next = Cancel
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4-4 Choose TCP & Specific local ports, key-in 135,137,139,445, and then go next.
# New Inbound Rule Wiza

Protocol and Ports
Specify the protocols and ports to which this rle applies, h

Steps:
o Rule Type Dioes this rale apply to TCF or UDF?

» Protocol and Posts o TcP |
@ Action " UDP
@ Profile

@ Name Does this rale apply 1o all local ports or specific local ports?

| Al local
'@ Specific local ports: 135,137,138,139,445
Example: 80, 443, 5000.5010

4-5 Choose Block the connection and go next.
i Action

Specify the action 1o be takea when 3 connection matches the conditions specafied in the rule.
Steps:

¢ Rule Type

@ Protocol and Ports

‘What action should be taken whea a connection matches the specified conditions?

) Allow the connection

@ Action This includes connections that are protected with [Psec as well as those are not.
.
® iobile ) Allow the connection if it is secure
@ Name This includes only 1ons that have been authenticated by using IPsec. Connections will be
secured using the settings i [Psec and rules in the Ce 1on Security Rule node.

tomize

'@ Block the connection

]
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4-6 Check all checkboxes and go next.

FIET
SRRSO

| Profile
Specify the profiles for which this rule applies.

o

o

Steps:

Rule Type
Protocol and Ports
Action

Profile

Name

‘When does this rule apply?
V! Domain

Applies when a computer is d to its domain.
V| Private

Applies when a computer s connected to a private network location,

V! Public
Applies when a computer is connected to a public network location.

Next > | Cancel

|
| < Back
4-7 Give a name for this rule and press Finish button.
@ New Inbound Rule Wizard - i
Name
Specify the name and description of this rule.
Staps:
@ Rule Type
@ Protocol and Ports
*  Action Hame:
@ Profile Disable 445 Port (TCF)
# Name
Description (optional):
Dhzable 445 Port (TCP) WannaCryptR
< Back Finish Cancal
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4-8 The new rule Disable 445 Port (TCP) is on the Inbound Rules list.
For setting UDP, please go through 3-4 ~ 3-7 and name this rule to Disable 445 Port (UDP).

M Windows Firewall with Advanced Security - Pt
File Action View Help
s 2@ = d
# Windows Firewall with Al LT L
: g‘:&‘g‘; dRLI:EISes | Nan-.ne Group Profile  Enable ‘Al Inbound Rules PN
By CoriiscHion ey R;IQ Disable 445 Port (TCP) All Yes | = ’ @ NewRule..
. X Monitoring rchive Manager Domain No  — a2 R
@ Archive Manager Private  Yes yrrome
@ Archive Manager Private  Yes Y Filter by State 4
@ Archive Manager Domain No ¥ Filter by Group 4
@ Control Center 64 bits Private.. Yes View »
@ Control Center 64 bits Private.. Yes
@ Database Manager Private  Yes G Refresh
@ Database Manager Private  Yes = Export List..
@ Database Manager Domain No H Help
@ Database Manager Domain No
@ DB Center Private  Yes Disable 445 Port (TCP) 2
@ 0B Center Domain No % Disable Rule
@ D8 Center Private  Yes & cut
@ 0B Center Domain No
©Disable 445 Port Al No 8 Copy
®Disable port 135 - TCP Al No K Delete
© Disable port 135 - TCP Al No [ Properties
©Disable port 135 - TCP All No Help
O Disable port 135 - UDP All No
© Disable port 135 - UDP All No
© Disable port 137 - TCP All No
© Disable port 137 - TCP All No
®Disable port 137 - UDP All No _
< [l N A | S

Step #5. After Windows Update completes, follow the steps below to adjust settings to
make the system safer.

5-1 Select ‘Download updates but let me choose whether to install them for Important updates.’
5-2 Check ‘Give me recommended updates the same way | receive important updates.’
5-3 Check ‘Allow all users to install updates on this computer.’

e X

'I +y | search Control Panet Pl

File Edit View Tools Help

Choose how Windows can install updates

When your computer is online, Windows can automatically check for important updates and install them
using these settings. When new updates are available, you can also install them before shutting down the
computer,

How does automatic updating help me?

Important updates

EDownload updates but let me choose whether to install them v

1L

es: | Every day v | at |3:00 AM v

Recommended updates
] Give me recommended updates the same way I receive important updates

Who can install updates

V| Allow all users to install updates on this computer

Note: Windows Update might update itself automatically first when checking for other updates. Read our
privacy statement online.

I ! OKJ[ Cancel J
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NOTE: To avoid automatic Windows Update for system rebooting, disable Window Update by
default, but we recommend you do Windows Update regularly.

Contact
Contact lilin.zendesk.com for technical support.
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