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Subject: How to enable SNMP trap on LILIN camera for the event and heartbeat via
SNMP v2.

® Broadcast event message by SNMP trap protocol
® Broadcast heartbeat message by SNMP trap protocol

Step #1
Enable/disable by SNMP feature from LILIN IP camera.

oL'L’N Live | Basic Mode | Advance Mode | Language | Logout
[ system 1 Video/ Audio | Network ] Event | Notification

General Advance >> Network >> SNMP
HTTP/RTSP Service
Multicast SNMP _) Enable @ Disable |
IP Address Filtering SNMP VINZ
DDNS Read Only Community public
UPnP Read/Write Community private
Bonjour SNMP v3
SDDP / Heartbeat Mimasrumne T
SNMP Authentication Password(MD5) password
Privacy Password(DES) password
Read/Write Security Name public
Read Only Security Mame private
Submit
Step #2

Enable/Disable SNMP trap of each event on the event page.

()L’LIM Live | Basic Mode | Advance Mode | Language | Logout
Video /Audio [ ___Network 1 ____Event ] _Notification

Event Advance >> Event >> Event
Motion Detection
Tamper Detection Event Name Motion Detection /| Edit Event
Audio Detection
Alarm Detection Event Status |FTP|SMTP|SD Card | Alarm Output | HTTP POST SNMP Trap §Schedul
Network Detection Motion Detection Enable v jruto
Tamper Detection Enable lAuto
Audio Detection Enable v jruto
Alarm Detection Enable jruto

Network Detection Enable = = = = jruto




Step #3

Enable/disable heartbeat feature in SNMP page from LILIN camera.
® Remote IP: Specify IP address of SNMP server.

® Dwell: the interval of sending heatbeat

oL'L’N Live | Basic Mode | Advance Mode | Language | Logout
[ System 1 Video/Audio [ _ Network 1 __Event 1 _ Notification

General Advance >> Network == SNMP
HTTP/RTSP Service
Multicast SNMP ® Enable O Disable
IP Address Filtering SNMP 1 /v2
DDNS Read Only Community ‘publ\c |
UPnP Read/Write Community ‘prlvate |
Bonjour SNMP v3
SDDP / Heartbeat Username [admin |
SNMP -
Authentication Password(MD5) ‘passwurd |
Privacy Password(DES) ‘password |
Read/\Write Security Name ‘publ\c |
Read Only Security Name ‘privale |
SNMP Heartbeat O Enable ® Disable
SNMP Heartbeat Server [255.255.255.255 |
SNMP Heartbeat Dwell Time Sec
SNMP MIB Tree
—— Lilin (1.3.6.1.4.1.65530)
ipCameras (1)
videoNotifcations (1)
—eventName {l}‘
— heartBeat (2)
SNMP Element Description
Elemenet name Data type Note
eventName DisplayString Identify of event
Identify string Explain
MOTION Detected motion event
FACE Detected face
TAMPER Detected tamper event
AUDIO Detected audio
ALARM Detected alarm input
NET Detected network broken

heartBeat Unsigned32 Date/time of device



How to Verify SNMP Heartbeat and Event

® Download powerSNMP Free Manager at
http://www.dart.com/snmp-free-manager.aspx.

® Install powerSNMP.

® Select Tool->Configuration from powerSNMP and switch to IPv4 network interface

FE Configuration SR

Local &ddres:

Trap Lastener Port:

Email Notification Configuration
badl Bepver:

From Address:

To Address:

Load the MIB File

® Select Tools->Load for the MID file from powerSNMP.

® The event and the hearbeat information are displayed when powerSNMP receives
the trap messages.
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The MIB File:
Copy the following into a text editor and save the file with a ".mib" extension.

LILIN-VIDEO-MIB DEFINITIONS ::= BEGIN
IMPORTS
MODULE-IDENTITY,
OBJECT-IDENTITY,
OBJECT-TYPE,
Integer32,Unsigned32
enterprises
FROM SNMPv2-SMI
DisplayString
FROM SNMPv2-TC;

lilin MODULE-IDENTITY
LAST-UPDATED "201412230000Z"
ORGANIZATION "Merit LILIN Ent. Co., Ltd."
CONTACT-INFO ""
DESCRIPTION "The LiLin root MIB"
REVISION "201412230000Z2"
DESCRIPTION "Initial version of this MIB module."
= { enterprises 65530 }

ipCameras OBJECT IDENTIFIER ::={ lilin 1}

videoNotifications OBJECT IDENTIFIER
:={ipCameras 1}

eventName OBJECT-TYPE
SYNTAX DisplayString
MAX-ACCESS accessible-for-notify
STATUS current
DESCRIPTION "event name"
::= { videoNotifications 1}

heartBeat OBJECT-TYPE
SYNTAX Unsigned32
MAX-ACCESS accessible-for-notify
STATUS current
DESCRIPTION "heartbeat"
::= { videoNotifications 2 }

END



