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Overview

The Navigator (hereafter referred to as “Navigator”) is a comprehensive solution to the management of our
network products, including IP cameras, DVRs/NVRs, and a wide range of applications. Navigator consists of
(1) network video recording software, (2) eMap Manager, (3) Database Manager, (4) Web Server, and (5)
Remote DVR/NVR playback and file download.

Maijor functions of this software include the management of videos and images recorded by a wide range of
cameras produced by us, recording video clips in the SD card of remote IP cameras and DVRs/NVRs, and
supporting video playback and file download. Navigator can be installed at various sites for camera
management. According to geographical locations and functionalities, the software can also divide IP
cameras and DVRs/NVRs into groups to help users view group images and videos.

eMap Manager is an innovative central management system for live monitoring, alarm snapshots, and map
management. Devices installed at different locations can be displayed and managed with simple clicks on
user-defined maps. One of the many highlights of this function is the dual screen design, which ease the
management of DVRs/NVRs and IP cameras.

Navigator is designed for hybrid installment of IP camera, video server, IP Fast Dome, and DVRs. lts diverse
functions provide the necessary flexibility in managing record storage devices and deliver a comprehensive
solution to digital surveillance. Major features of Navigator are listed as followed.

Navigator Main Features
® Record and manage videos from IP H.264/H265/MJPEG cameras and DVRs/NVRs
Support up to 108 recording channels.
Support scheduled, continuous, and motion detection recording
Support two-way audio and audio recording.
Integrated alarm output management
eMap live video with alarm snapshots
iPhone and Android devices support
IP Fast Dome control and PTZ control
Digital zoom, ePTZ, and region of interest (ROI) support
Support video file conversion to AVI/MP4 format
Easy-to-use calendar and time selections for video playback
NAV matrix multi-screen and 2x2 split screen
User Manager for login, device group, and view group permission management.
Support P2P NVR remote connection.
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Copyrights

We hold the exclusive ownership of the software and all intellectual property rights embodied therein,
including copyrights and valuable trade secrets incorporated in the software's design and coding methodology.
The software is protected by international treaty. This agreement provides you with only a limited use license,
and does not grant you any intellectual property rights in the software. Adobe and Acrobat Reader are either
registered trademarks or trademarks of Adobe Systems Incorporated in the United States and/or other
countries. Windows, Windows 2000, Windows XP, Windows Vista, and Windows 7 are registered trademark
of Microsoft Corporation in the United States and other countries.

Before Using Navigator

The Navigator is a video recording application. Although Navigator supports multiple hard drives recording,
when the overwrite setting is enabled, the oldest recorded video clips will be deleted first if the designated
storage is full. Should you want logical partitions in your hard disk drive, allocate at least 60 GB (10%
reserved space) for each drive.

To change the hard drive setting, click System Settings El. Select the hard drive(s) to which you want
Navigator to save the recorded videos. It is recommended not to choose the system disk as the destination
drive.

System Sefings  Grouping Schedule Recording Time Network  Failover

[ Drive (@ Auto run this application when system staris

Froe Space | systemRe |

T o (] Auto sequence after reboot
|_ DA [ Original video resolution at full screen mode
[ F _ [] Auto login when system starts
P IR 5 cR [CJ Force to enter the reason for backup and playback

[[J Low latency mode

Enable "Applications™ after reboot

Snapshot Path TANAVSnapshoty
Snapshot File Prefix
() Event Thumbnails MNumber of 4 ~
Synchronize Time with 1 ~ Hour
@ system Reserved Storage 175 GB Chissge Erigisih &

[ Video Reserved Days 30 (1-365) Apply
8 Image Reserved Days 25 (1-365)
[CJRAID System Monitor

Storage Calculator System Management Re-edit Event Text

NAV ID OFF v‘ Keyboard
GUID: 2 - . s P o W)
ox

Furthermore, each logical HDD drive should contain at least 10% empty space for storing video data.
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Navigator deletes the oldest files first until it reaches 90% of the logical drive, and it proceeds to the next
logical hard disk drive for recording. It is recommended not to use external hard drives and to opt for hard
drives with a capacity of 500GB or more. Using smaller capacity drives might lead to insufficient space for
overwrite recording, which could affect the recording speed. Please select hard drives with a 7200rpm
rotational speed, as this will be beneficial for writing speed.

Some brands of server hosts may not have a physical graphics card, or the environment does not allow the
connection of a physical monitor. In such cases, as long as your device has HDMI output, you can install an
EDID emulator. This device can simulate the physical monitor Direct3D, and the real-time video will be
displayed normally.

® |t is necessary to connect a physical monitor or install a virtual EDID emulator, otherwise Direct3D will
not work normally, resulting in black screens in real-time and playback videos.

® Please do not connect Virtual EDID emulator and external output simultaneously.

® When using a virtual monitor, the built-in or external graphics card must support Direct3D for the EDID
emulator to function.

User Manual
This Navigator user manual is in the PDF format. To access the manual, go to Start—All Programs—
Navigator—User Manual. You must install Acrobat Reader or use Google Chrome for opening the manual.

Uninstall Navigator

To uninstall Navigator, select Start—All Programs—Navigator->Uninstall Navigator. Before you continue, be
sure to back up your database, and you can import the database to the new installation. Please see Database
Manager in this document for details.

Acronym
NCC : Navigator Control Center
VM : View Manager
NAV : Navigator Corporate
PTZ : Pan, tilt, and zoom camera
DVR : Digital video recorder
NVR : Network video recorder
HDD : Hard disk drive
FPS : Frame rate per second
OSD : On-screen display
ANPR : PC based number plate recognition system
LPR : Edge license plate recognition camera

How to Login Navigator

To log into Navigator, open it from the desktop or execute Navigator through the Start menu. For information
security considerations, the first time you log in, a warning window will appear, reminding you to use a
password that meets the required strength to ensure the security of your system. (Please refer to Chapter 1
for creating user accounts and passwords).

Mavigator
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Note: For system default account, enter "admin" and empty as username and password to login.

When logging into the system, a user login dialog box will pop up. Please select "Normal Mode". For
advanced usage, there are other login system modes available, such as LDAP and Active Directory (AD)

modes.

Login Type Normal Mode v
Normal Mode

Username AD Server Login
LDAP Login

User Account Bookmark
Before logging into the system, there is a user account bookmark feature available for easy and quick access
to switch between accounts. It supports multiple account memory locations and up to 128 groups can be set.

The username and password need to be created in advance by the admin user administrator. (Please see
Chapter 1).

Navigator User Manager 64 bits User Login

Login Name | 1: admin

Login Type
Username
Password:
Host Name
LDAP Base Distinguished Name

Username Path

Chapter 1 User Manager
The admin user account has the administrator authority, and can manage various permissions including
camera monitoring, playback, setting and other account permissions.

When logging in as the user administrator for the first time, a security warning will pop up, prompting you to
create a new password.

8 66-UM-NAV5.0-OE-9



Navigator 5.0 Navigator User Manager 64 bits User Login

Login Name 1: admin

Archive Manager
Login Type Normal Mode

Database Manager Username admin

Password:

Remote Playback Manager Pt

. LDAP Base Distinguished Name
StreamingServer g

Username Path
Uninstall Mavigator 5.0
1

User Manager Save Profile

For the highest user administrator group, the default account is "admin" and the password is empty.
To strengthen the password security, the following four conditions must be met when creating a password:

DEADDOIAL

The account
™

Set password and strengthen account securitys X

{ The password mustinclude $ riteria out of the followings

(1)at least & characters(must)
(2)letters and digits

(3)upper and lower cases
(Aspecial character(l - § - # - %)

e

Chapter 1.1 Add a User

To add a user, click the Add button. In the Add User Group dialog box, enter the required information.
Remember to choose user access level before you press OK.
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Chapter 1.2 Modify an Existing User
To modify an existing user, choose a user and click the “Modify” button. Here you may change the password
of this user.

Chapter 1.3 Delete a User

To delete a user, choose a user, press “Delete”, and click “OK”.

‘account can be accessed

DeleteUser

Chapter 1.4 User Authorization
Features supported by Navigator can be assigned to each user. To enable a feature for a user, click
“Operation”, and check whichever boxes to which you want the user to have access.
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R Navigator User Manager 64 bits

Account terminated

Account security Sync with this machine | Sync with remote

Chapter 1.5 Operation Access Management
Select user type and click on user. Then, click on “Operation” option, please check the required permissions.
Then click on “Save” and “Exit” to save the settings.

Note: Please restart the application settings after closing the Navigator software on the NAV&NCC host.

0001|0203 04 05 06 [07] 08 09 10|11 |12 131415 16 17 18|19 20|21 2223
Tl —

Function Permission Icons

Navigator eMap

Navigator eMap PTZ Control

Mavigater Control Center 5.0

Control Center Login Permission

Control Center Alarm Management

Navigator Database Manager

Control Center Image Decoder
Function

Navigator Local and Remote Playback

Control Center Mosaic TVWall

Navigator Video Backup

Control Center eMap

Navigator Advanced alarm Management

Control Center IPSan

Navigator Camera Setting

ke

Control Center Device Management
Report

Navigator Snapshot

Control Station Settings

Navigator PTZ Setting Control

View Manager Login Permission

Navigator PTZ Setting Function

185 B &

e
o
ove

View Manager System Setting

Navigator System Setting

View Manager Remote Playback

Navigator Monitor Matrix Setting

View Manager Synchronous
Playback

Navigator Sequence

&= &4 = E

View Manager Video Backup

-_—
-_—
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Navigator Right-click Menu Function

H
[

View Manager PTZ Control

Navigator TV Wall Setting

SEQ View Manager Sequence

Navigator TV Wall Logout

[/_\@ View Manager eMap

Navigator Web Manager

} Navigator Stations View Manager Modify Permissions

Navigator The Software Power Down

import Views for Mosaic TVWall
Feature

View Manager Alarm Output

View Manager Window Close

View Manager Snapshot
=]

View Manager Window Minimize

Supplementary Description:

View Manager Modify Permissions

wer Collections

Custom groups cannot be modified or deleted

Locked when dragged to the canvas
(to prevent layout changes).

Unable to switch channels (for example, switching between CH1
and CH2).
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P el &l

&

&

Channel settings restricted, except for audio output.

iew Manager

Local Host Viewer Collections

View #01

The View Manager cannot modify or delete image group
arrangement

13
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Chapter 2 System Settings
In System Settings B, you will find a number of tabs that allow you to change the configurations of this
software. Configure the settings to fit your requirements.

Systemn Seltings Grouping Schedule Recording Time MNetwork Failover

18 Auto run this application when system starls

[T Drive ... Free Space SystemRe... |

o "| [ Auto sequence after reboot

[1oa 98% 9314GR [l Original video resolution atfull screen mode
[ R () Auto login when system starts

F — 175 GB [ Force to enter the reason for backup and playback

[ Low latency mode

Enable "Applications” after reboot

Snapshot Path TANAVSnapshott

Snapshot File Prefix

@ Event Thumbnails Numper of 4 w

Synchronize Time with 1 Hour

cB
@ System Reserved Storage 175 Tty Erfaidh v
(0 video Reserved Days 30 (1-365  Appl
@ mage Reserved Days 25 (1-365)
(LRI e le BEM et Storage Caleulator System Management Re-edit Event Text
NAY ID [oFF ] Keyboard

cUD: 20k — s o 23] N
oK [ cance |

Auto run this application when system starts: Launch Navigator automatically on system startup.
Note: When additional NCC is installed, you can also set the automatic start time from here or
match it with the Al Engine watchdog time.
Startup sequence time specification:
1. NAV > NCC
2. AIEngine = NAV or AlEngine < NAV

Auto login delay time after system starts X | Setting

NAV Set OPEN

Set auto-login delay time after the system starts [V NAV set OPEN

Trigger Time

20 seconds -

NCC Set OPEN
[V NCC Set OPEN
Trigger Time

30 seconds -

AlEngine Set OPEN
[ AlEngine Set OPEN
Trigger Time

20 seconds -

Apply
ClearRegistrationinfo
ClearFiles AndAutoOpenApps

Aooly | Cancel Exit

Auto sequence after reboot: Perform group sequential display after a system reboot.

Original video resolution at full screen mode: Use original video resolution in full screen mode.

Auto login when system starts: Log in to Navigator automatically when the system starts.

Force to enter the reason for backup and playback: Check to enter reasons for backup and playback.

Low latency mode: When CPU load is too high, check this option to make the video smoother.

Enable “Applications” after reboot: Unique software or custom tools, automatically enabled when the
Navigator main program is opened.

Snapshot Path: Set the path for snapshot storage.

Snapshot File Prefix: Add the prefix character of the file name.

Event Thumbnails: Enable screenshots of alert events, such as: Al license plate, traffic behavior, face
recognition screenshots, etc.

Synchronize Time with: Automatically synchronize with the computer clock.

Language: Choose your language from the drop-down list.

GPU Decode and Display: GPU display decoded output.

Smart anti-aliasing: Smart channel image edge smoothing.
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® Memory Management: Memory saver management.

NAV ID : 931 Keyboard ID, default is OFF.

System Reserved Storage: Click on Circular Recording box to enable, and the maximum hard disk
space can also be set.

Video Reserved Days: Select the number of days to retain recordings.

Image Reserved Days: Select the number of days to retain screenshots (Below the snapshot path).

Raid System Monitor: Can monitor the disk array status, support LS| MegaRAID, Intel® Matrix RAID.

System Reboot: Check and set the time you want the system to reboot every day.

Note:
1. Itis recommended that system drive is not set as video destination drive.
2. Snapshot Path Please specify C: Drive other than the system hard drive and create a new folder for
alarm snapshot storage.
3. Snapshot Path is in C drive and does not support alarm screenshot function. Attention!

Chapter 3 Programming Tool
Provide unique software tools, users can decide whether to automatically enable below functions after the
Navigator main program is turned on.

Dialog 52
(JEnable "NavigatorTVWall 64 bits" after reboot
[[JEnable "Navigator Archive Manager 64 Bits™ after reboot

(D Enable "NAV QRCode Decoder Server 64 Bits™ after reboot
(JEnable "USB Scanner Tool 64 Bit" after reboot

[(JEnable Navigator eMap Manager 64 Bits™ after reboot

@ Enzble Recording health Checker 64 bits” after reboot

{8 Enable "NCC" after reboot

oK Cancel

® Navigator TVWall 64 bits : Video decoder can be used as a virtual matrix system in large monitoring
systems (Virtual Matrix System); Check on “NAV NETStreamingType” box, you can pull the
Navigator image directly into the group for monitoring and construct the entire large surveillance TV
wall. When Navigator is opened, video decoder TVWall will be enabled automatically.

® Navigator Archive Manager : You can back-up the PC image of Navigator Software to the network
storage device. When Navigator is opened and this option is enabled, the archive manager will be
automatically opened.

® NAV QRCode Decoder Server : A new program will be launched soon. When Navigator is turned on and
this option is enabled, the QRCode server will be automatically connected.

® USB Scanner Tool : Handheld scanners support 1D and 2D barcodes, and bring more rapid productivity
and performance to the retail industry. They are suitable for a wide range of applications in retail,
healthcare and post offices. When you open Navigator and check this option will USB Scanner
Toolautomatically.

® Navigator eMAP Manager ‘When you open Navigator and this option is checked, the eMAP Manager will
be automatically enabled.

® Recording health Checker : If the power is off due to abnormal power failure, the image may not be
stored or the data may be damaged. If this option is checked, the recording health checker tool will be
automatically enabled. Support manual custom time check and generate health status report

® NCC : When opening Navigator, check this option will automatically activate Navigator Control Center.

15 66-UM-NAV5.0-OE-9



¥23 Recording health Checker 64 bits

Start Year 2024 Month 3

Day 24

End Year 2024 Month 3

Day 25

([ Low CPU Usage Mode

(I Make Daily Report

Cancel

=)

Start Year : Check start time year/month/day.
End Year : Check endtime year/month/day

Low CPU Usage Mode :Scan all, regardless of whether there are files in the video file folder or not.
Make Daily Report : Provide a report after the scan is completed

Chapter 3.1 GPU Graphics Decode Setting
With hardware advancement in high-resolution videos, in addition to bringing better picture quality, it also
brings more CPU usage. The GPU decoding method enables the system to perform multitasking operations
while viewing CCTV. At present, GPU decoding supports NVIDIA 1030-level graphics cards and Intel®
530-level built-in displays. It also supports GPU hardware decoding functions for both NVIDIA graphics cards
and built-in Intel displays. When the host has both NVIDIA graphics cards and motherboard Intel® built-in,
Navigator optimizes resources based on system usage to achieve more channels or high-frame devices.

System Seftings Grouping Schedule Recording Time Network Failover

8 Auto run this application when system starts

™ Drive... Free Space System Re...

e () Auto sequence after reboot

[Co; 64% 0314 (] Original video resolution at full screen made
[ Fa [ Auto login when system starts

P S 2o

(] Ferce to enter the reason for backup and playsack
() Low latency made

able “Applications™ after red Database Management
Snapshot Path TANAVSnapshott

Snapshot File Prefix

System Memory and Reboot Setting

System Reboot Setting

8 System The limitofprograrm memory usage 5%

8 "Navigator 64 Bits” The limit of program memory usage: < MBiMegabytes.
[ "Navigator MStreaming Server 64 Bits” The limit of prog < MBiMegabytes
O ive M: 3 of e < MBiMegabytes
O < MBMegabytes
0P < Times

[instant

System Limit Setting

8 The limit of disk queue length
8 The limit of disk response time

8 The limit of disk active time in percentage
= packets

[0 Event Thumbnails

Synchronize Time 1 ~ Hour

@ System Reserved Storage 279 GB.

Language
(D) Video Resenved Days 30 (1-365)

B Image Reserved Days 30 (1-385)

LRk ok Storage Calculator System Management Re-edit Event Text

NAVID [oFF ] Keyboard

GUID: BIAIB5AY-EBB2-47C8-B744-ABACCB4BAB31

Number of 3 w

English v

oK Cancel

L} limitof the

8 The limit of network 10 throughput 5 %

[es |
—_—
[ 208 |
[20a8
[ 200 |
[0 |
O Limit max CPU usage %5 %
[5 |
==
[
[ 5 |
[8s
==

() *Navigator Playback Manager 64 Bits” The limit of program memory usage: MB/Megabytes

[ "Navigator Remote Playback Manager 64 Bits" The progs
Playback

Playback Time(Hour)

Select Function

GPU decode and display, decode high priority
B Send report letier automatically

® Turn Off Graphics Hardware Acceleration

Turn off Direct3D software decode acceleration, GDI traditional graphics mode display, and support

old type without Direct3D graphic card.

® Graphics Hardware Acceleration Display(Default)

Turn on CPU software decode acceleration, Direct3D graphic mode display, and supports new

Direct3D graphic card.

® GPU Decode And Display, Display High Priority

Turn on GPU hardware decode acceleration, graphic display is prioritized.

® GPU Decode And Display, Decode High Priority

Turn on GPU hardware decode acceleration, decode display is prioritized.

16

Note: If a user purchased a new NVIDIA graphics card, they need to update to the latest version of Windows
10. Please note that not all versions can be directly upgraded to the latest one. If Windows Update does not
provide the latest version continuously, it is recommended to seek technical assistance from the original
manufacturer to reinstall the latest operating system version.
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Note: Standard Video Display Card with Windows Version

NVIDIA Chip Architecture Windows 10&11 NVIDIA Display Card Model (Support super*Ti)
Pascal Architecture Version 1607 or later 10 Series:GT1030,GTX1050,GTX1060,GTX1070,
Graphics Card GTX1080,TITAN X/XP
16 Series:GTX1650&1660

. . 20 Series:RTX2060&2070&2080,Titan RT
Turing Architecture

. Version 1709 or later
Graphics Card Quadro Series:RTX 4000,5000,6000,8000

Tesla Series: Tesla T4

Ampere Architecture Graphics

it Version 1803 or later | 30 Series:RTX 3050,3060,3070,3080,3090

Ada Lovelace Graphics Card Version 22H2 40 Series: RTX 4060,4070,4080,4090

Note: If you want to experience more real-time video channels and high-definition video cameras, please

upgrade your graphics card and physical memory. The recommended NVIDIA graphics card memory is 4GB
or more, and recommended physical memory is 32GB or more.

@I nvIDIA (intel)

Chapter 3.2 Memory Protection and Watchdog Setting

When a computer system has multiple programs running at the same time, the system often divides the main
memory into several areas and assigns them to each program. In order to avoid mutual interference when the
program is running, the Navigator watchdog memory protection control mode must be used to limit the activity
in the memory area of each program. This is the memory protection.

System Memory and Reboot Setting

System Reboot Setting

B System The limit of program memory usage ] . =%
D'Navigator 64 Bitz” The limit of program memory usage 1 3072 ~| MB/Megabytes
[C]*Navigator MStreaming Server 64 Bits™ The limit of program memory usage 2048 = MBiMegabytes
O “Mavigator Archive Manager 64 Bits” The limit of program memory usage ] 2048 : MBiMegabytes
O "Mavigator eMap Manager 64 Bits" The limit of program memory usage ] 2048 = | MBiMegabytes
) Power reboot after the times of application reboot ] 10 > Times

| Instant ~

Systemn Limit Setting
B Limit max CPU usage ] Ea : "
8 The limit of disk queue length 5 : counts
B The limit of disk respense time ] 200 = ms
B The limit of disk active time in percentage ] 85 : i+
BThe output queue length limit of the network packets ] 5 5| packets
B The limit of network 10 throughput 85 - %
D'Navigator Playback Manager G4 Bits® The limit of program memory usage ] SERE - MB/Megabytes
[J"Navigator Remote Playback Manager 64 Bits™ The limit of program memory usage 2 ~| MB/Megabytes
Playback

Playback Time(Hour) Disable s

Select Function

Display hardware graphics acceleration (default) ~ Smart anti-aliasing 2
Systemn reboot

[C) syster reboot Reboottime 02:30 -
B send report letter automatically Q

OK Cancel
4
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Memory Protection Setting:

System memory use limit: preset is 80%
“Navigator 64 Bits” memory use limit: NVR Software preset max limit is 4096MB.

“Navigator MStreaming Server 64Bits” memory use limit: Streaming Server, preset max limit 2048MB.
“Navigator Archive Manager 64Bits” memory use limit: Archive Manager, preset max limit 2048MB.
“Navigator eMap Manager 64Bits” memory use limit: eMap, preset max limit 2048MB.

Restart the power after restarts the software repeatedly: restart the computer after repeated back-end Al

Engine server disconnection detections.

Watchdog detection reopening mechanism:

® Instant : When the system detects an abnormality, the software restarts immediately.
® Reboot at system reboot time: When the system detects an abnormality, the software automatically
restarts at preset 00:00 night time.

Host status database

Note :
the computer will restart.

Limit max CPU usage: Set CPU usage to 80%

Disk queue length limit: preset limit5 counts

Disk response time limit: preset max limit200ms

Disk active time percentage limit: preset max limit 85%
Network packets output queue length limit: preset max limit 2 packets
Network 10 throughput limit:
“Navigator Playback Manager 64 Bits”: preset max limit 2048MB.
“Navigator Remote Playback Manager 64 Bits”: preset max limit 2048MB.

preset max limit 70%

Chapter 3.3 Database Management
When NCC is not the big data central control host, please disable sending the screenshots and Al information
from the NAV database management to NCC to prevent NCC from receiving a large amount of information

that could lead to database crashes.

[ Drive Free Space

i

e
o

System Re

P S 7 c:

System Settings  Grouping Schedule Recording Time Network Failover

8 Auta run this application when system starts
() Auta sequence after reboot

(D) Original video resolution at full screen mode
(T Auta login when system starts

() Force to enter the reason for backup and playback
] Low latency mode

able “Applications™ after reb Database Management

When the system detects an abnormality 3 times consecutively, and still detected within 10 minutes,

S, TANAVSnapshoh Database Management
Snapshot File Prefix
- L ] {8 send the Screenshot to NCC
[} Event Thumbnails Number of 3 ~ QSEndme AT Information to NCE
Synchronize Time 1 ~ Hour
GB
8 system Reserved Storage 279 ki Engiisn o NAV Database Path
[Clvideo Reserved Days 30 (1-365) App C:\navusers|CMX38Y
B image Reserved Days 30 (1-365) NCC Database Path
i Ci\navusersiNavigator Clent
WLl Rete Nl Storage Calculator System Management Re-edit Event Text L havig i
FE— To modify the database path, please dose NAV first and open
Nl |OFF Keyboard SetiavAndNccOpenAPP. exe for modification
Bt 3] P— o )
e oK Cancel [ o ] o



Chapter 4 Navigator Login

From the Navigator main menu, please click on desktop button to access the Navigator monitoring

screen.

Chapter 4.1 How to Add a Device to Navigator

The Navigator supports IPScan protocol. IPScan protocol is convenient for discovery of NAV, NVR/DVR, and
IP cameras in the network.

Chapter 4.1.1 Add a New Device

To add a new device, select any channel and click the “Properties” icon . Click the “Find Device” button to
open IPScan, a tool that helps you find all devices in your network. Choose the device you want to use and
press “Close”, and you will see a prompt window asking “Do you want to auto set the IP/DNS and the host
post?” Click “Yes”, and the application will automatically complete all the settings for you.

£ Camera Settings#001

DisplayRecord Preview
8 Activate this devic
Name #001 ZW—P
Channel Location
Device Type IP Camera «  Detedt
Channel Cam 001 Setiing
Auta import NVR import
StreamingMode  Dual Streaming Mode forthe Channel
Record Hode Record dual streams v 1FPS
Network
IPDNS 192.166.26.169
HTTP Port (ex. 80) 20 X Find Device video
Onuf Port (Optianal) 20
nrPert(Optena) Assignthe Recording Disk

HTTPS Port (ex. 443) 443
Video Port 554 (0 Auto switch the audie Alarm Management
Username admin ONVIF €POSIOSD.
EEEED | i @& Device Type: 1P Cam

—— ANPR Group Setiing
Camera/4s5 iD 1 v Aarminput (DI) 1

RelayOutput 0O} 1 Qbied Colining
@ synchronize Time with PG Apply LEaR g
0.05FPS
(CJLow bitrate client and server connection o ——
Reboot Device Launch Browser oK Cancel
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The configurable settings in Properties are listed as followed:

Find device: IPScan scans IP network area, all Navigator/DVR/NVR/IPCAM and other devices.
Video: After inputting device IP setting, click on “Video” to see the live image preview.

Activate this device: Check or uncheck to enable or disable the camera.

Name: Camera name displayed on top of the live video channel.

Location: Location of the camera installed.

Device type: Please select "IP Camera" for the camera, select "DVR/NVR-H.264" for DVR/NVR
device, or click "Detect" to automatically adjust the settings..

ONVIF: Most of the ONVIF devices are communicated via HTTP port 80. If the target ONVIF is not
communicated by HTTP port 80, our NAV recorder provides extra ONVIF port for communication
purposes.

Streaming Mode: It can select single or dual stream output with two different bit rate image.
Record mode: It can select main stream/sub stream recording or dual stream, and low bitrate
recording mode.

Assign recording mode: Assign different hard disk for recording, channel distribution mode
recording.

IP/DNS (required): IP address of the device.

HTTP Port: HTTP port number of the device.

Video Port: DVR’s video port number/IP camera’s RTSP port number.

Username

Password

Image size: The source video size of the device.

Camera/485 ID: IP Fast Dome RS-485 ID.

Synchronize Time with PC: Synchronize time with the local PC.

Low Bitrate client server connection: When check, save live image bandwidth of IP channel
connected to HTTP Port.

Alarm Management: Adjust input and output for alarm management setting.

ePOS/OSD: Set up connected ePOS/OSD device.

ANPR Group Setting: Can add license plate’s allowed list and denial list.

Object counting: Set up object counting function.

Facial recognition: When a face is detected, will take screenshot of detected face.

Reboot device: Re-start the device.

Launch browser: Device web page setting.

Note: RS-485 camera ID (1 to 128) must match the ID setting of the IP Fast Dome. The software may not
control the PTZ movement if the ID setting is incorrect.

Once you complete the above settings, youcan click on “Video” to test if the device is working properly. For
information of the default username and password, please see Appendix for details.

Chapter 4.2 Set up Hard Disk Recording
When the system is a non-RAID hard disk, you can select different channels to record on other hard disks.
The purpose is to reduce the recording load of a single hard disk, or to save video of important channels.

Assign the Recording Disk

w0
1)
3
g

Channel Mame

Select Al / Select None

#004 Cam 004

#005 Cam 005

2006 2006 § 25
#007 Cam 007

2010 Cam 010

#011 Cam 011

#013F M

(7) Assigned by System

© Assigned by User

SelectC... Drive Number Free Space
il F 328.4GB
[ ] T 314.1GB

@0l

#014 Cam 014
#015 Cam 015
#037 Cam 037

Apply Cameras Apply Cancel [ ox ]| cancel

Note: By default, the system will only move on to the next disk after the disk recording space is full.
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Chapter 4.3 Device Type

For video streaming, there are several device types to choose from:

Device Type

Description

H.264 AVC IP Mini Dome

D1 H.264 IP PTZ camera stream

IP Camera IP Camera with H.264/H.265 stream
DVR/NVR-JPEG DVR/NVR low bandwidth snapshot stream
DVR/NVR-H.264 DVR/NVR H.264 stream

DVR 2B/2C Series DVR 2B/2C series stream

AHD/DHD Series

AHD/DHD DVR series stream

Third-Party AHD/DHD Series

Other brand AHD/DHD DVR series stream

NAV Live Streaming

NAV live image streaming

NAV USB/P2P Live Streaming

USB camera or NAV P2P live streaming

NAV-JPEG

NAV JPEG stream

NAV-JPEG Poster

NAV-JPEG Poster

Low Bitrate IP Camera

Low bandwidth | frame camera connection

Low Bitrate DVR Camera

Low bandwidth | frame NVR/DVR camera connection

Snapshot Device

Low bandwidth JPEG snapshot stream

Manual Manual input of camera URL stream
Third-Party ONVIF Camera Other brand ONVIF protocol stream
Manual RTSP RTSP image stream

Screen Capture

Screen capture streaming features

IPCamera HTTPS

IPCamera HTTPS series streaming

NVR/DVR-H264 HTTPS

NVR/DVR-H264 HTTPS series streaming

Multi-Sensor IP Camera

Multi-Sensor streaming

Third-Party DVR/NVR

Other brand DVR/NVR series models streaming

Chapter 4.3.1 NAV IPCAM HTTPS Connection Method

1. IPCAM IE Web Login

Network-> HTTPS Service ->-> Check “Enable”->Create a certificate

© O D azean

< C QA A F=2 | 192168361:600/etuphtm

ol system | Video ] Conrols | Network | smartevent ]

g e a &
Live | Language | Logout
e ] oo ] Newore ] SmarEvent ] Notnewion | Mamenance | LPKC

General Setup > Network > HTTPS Service

General IPv6.
HTTP Service
RTSP
HTTPS Service

|
mes senvice ® Enadle[O Disable

HTTPS Status Disable

Certificate Status Not installed
Method Create self-signed certificate

Multicast Country W

IPIMAC Address Filtering |~ gyate or province. [awan
DDNS Locality
Push Service

IPCAM
IPCAM
worv example.com ]

21

General
General IPv6
HTTP Service
RTSP
HTTPS Service
Multicast
IP/MAC Address Filtering
DDNS

Push Service

Setup > Network = HTTPS Service

HTTPS Service @ Enable O Disable

HTTPS Status Disable
HTTPS Port 443
Certificate Status. Active

Method Create self-signed certificate

Country ™w
State or province Taiwan
Locality Taipei
‘Organization IPCAM
‘Organization Unit IPCAM

‘Common Name www.example.com

Remove a cerlificate
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2. NAV IPCAM HTTPS Connection Method
Camera Settings->Device Type ->IPCam HTTPS

£+ Camera Settings#002 X

DisplayRecord Preview
8 Activate this devic

Name Cam 002

Channel Location

Device Type IP Camera ~| Detect

Channel H.264 AVC IP Mini Dome Setting
IP Camera
DVR/NVR-JPEG
DVR/NVR-H264
DVR 28/2C Series

Streaming Mode AHD/DHD Series hannel ~
Third-party AHD/DHD series

Record Made NAY Live Streaming 1FPS
NAV USBIP2P Live Streaming

Network NAV-JPEG

P NAY JPEG Poster

Low Bitrate IP Camera
HTTP Port (ex 80) |Low Bitrate DVR Camera X Find Device Video
Snapshot Device —

Onvif Port (Optienal) |Manual

Third-parly [P Camera
HTTPS Port (ex. 443) y anual RTSP

- Assign the Recording Disk

Video Port Socentanlie () Auto switch the audio Alarm Management
IPC: 1 —_—
Usemname [ PCam ONVIF
Third-party DVRINVR #POSI0SD
Password Teaseees & || DevicaType 1 Cam

ANPR Group Seting
Camera/485 ID 1 ~ Alarm Input (DI): 1

Relay Qutput (DOY: 1

18 synchronize Time with PC Apply Faci

o] 0.05FPS

[_J Low bitrate client and server connection AdvancePrivacy NaskiOSD
Rebool Device Launch Browser ok ) Cancel

Chapter 4.4 ONVIF Settings
To use RTSP streaming, first you need to set up the ONVIF protocol:

12 ONVIF Setting X

ONVIF Video Settings
Video Source vsci IPIDNS Jzibcr
Codec H264 ~  RTSPPort 554
Resolution 3840X2160 ~|  Usemame admin
Profile profile i B rord ssssesse
ETOIDCOE RTPITCP 554 port (default)
Brightness = 50 (0 ~ 100) 1
Frame Rate A%
Contrast = 50 (0 ~ 100) 1
Bit Rate=12288(64~14336)
Saturation = 50 (0 ~ 100) 1
Quality = 20 (20 ~ 80) 1
Sharpness = 45 (0 ~ 100} 1
[CJRTSP Keep Alive Apply
oK Cancel

() Codec: H.264&H.265 mode, JPEG mode.

) Resolution: Live image picture resolution.

) Profile: A user can select different streaming profiles such as H.264&H.265 1080p/480p or MJPEG
480p/CIF.

) Protocol: Streaming protocol such as RTP/UDP, RTP/TCP, or RTP/TCP/HTTP.

) Frame rate: Live image frame rate.

) Bitrate : Image transmission bitrate.

) Quality: Live image picture quality.

) RTSP Keep Alive: The function derived from the disconnection of the traditional type cameras (the

current default does not need to be checked).

Note: ONVIF settings are only available for our ONVIF camera.
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Chapter 4.4.1 NVR/DVR P2P Connection
To use the NVR P2P connection, open the NAV camera setting option, select "NAV USB/P2P Live Stream,"
open NVR/DVR -> Network settings, and paste or enter the P2P account into the NAV P2P ID option.

1. P2P Account Number

2. Username and Password

¥ Camera Settings#006

Eg/apvancen
Display/Record Preview

8 Activate this devic

Enable
Name Gam 006
Channel Location

Device Type NAV USBIP2P Live Strean

Channel Cam 001 ~
Auto import NVR

Streaming Mode  Single Sireaming Mode

Record Mode Recordthe mainstream  ~ 1FPS
Network
IPDNS pie
HTTP Port (ex. 80) 80 X Find Device Video
Omif Part (Optional 80

AL Assign the Recording Disk
HTTPS Port (ex 443) 413
Video Port 16900 () Auto switch the audio - Alarm Management
Usemname admin onvIF £ €POSIOSD
Password @ Device Type: IP Cam

ANPR Group Setting

Cameral4gs ID 1 AlarAput (D) 0
P2P D 0 Y Relay Output 0y ¢

Synchronize Time with PG
(ClLow it rate client and server connection 0.05FPS

Chapter 4.5 Find Device

IPScan utility can scan through all IP address in the LAN to locate devices.

Q Navigator IPScan

Help

Name 1 Address SubnetMask  Goteway Port  Asson.. MACAddess  Mode | Name
1oz 916876004 2552552550  B2168761 4% OHCP  Of = ke
2z 19216877081 2552562550 12168771 80 SwhclP  OC 1 e
Y 4. 120685205 2552552550 1206652 80 S@P o ) SubretMosk
oW 4. 1921685214 2552552550 1921685254 80 SWEcP 00 . o
s H 19216850235 2552552550 2168501 80 SwhcP 00 s AT
6 N 1921682648 2552552550 12168325 80 Swhcl 00 5w port
7 a 19216826236 2552552550 19216826254 80 SwhclP 00 5oom
5 n 192168268 2552552550  00.0.1 80 S o F oser
E. 19216876135 2552552550 0.0.0.0 =T 2 Ol OO e i Clov
o« 4. 1921687601 255255250  0.0.0.0 o o + m
n oz 19216826060 2552552550 19216826158 80  SwhclP 00 1 s
2 W 4. 120685207 255255250 1921685254 8 SmhcP 00 )
BN 4. 1921685215 2552552550 1921685254 80 S@EcP 00 2
# P 116826150 2552552550  B2168.2625% 8  SwtcP 00 5 m
5w 4. 121685217 2552552550 1921685254 80 SWECP 00 1« e
6N 4. 120635209 2552552550 12066525 @ S@P o 5 om
v oW 4. 1921685212 255.255.2550 192165254 80 SHcP 00 : @ Username
5 F 23 19216826203 255255250 121682625 80 Swhcl 00 5 o« —
PR 4. 12068502 2552552550 1921685254 80 SWEcP 00 2«

Stop scanning
Status:
=
Other Chedk

Select a device in IPScan and click “Close” to set up the device. All the device information such as IP address
and port number will be automatically detected by Navigator.

You can also manually add devices of IP Fast Dome, IP camera, video server, or DVR.

Note: IPScan can only work under a LAN environment and does not support an Internet environment.
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Chapter 4.5.1 How to Change Device Names in IPSCAN

Search for the desired device and mouse click on it. After the selected state appears, enter a new name for
the device, tick on "Authentication" box and enter the account username and password to apply. The device
name should be updated afterwards.

Q. Navigator IPScan et i
Help
#  Name IP Address Subnet Mask Gateway Port  Assign.. MACAddress Mo I Name IPCAM-NAME I
40 192.168.10.21  255.255.255.0 192.168.10.254 2180 StaticIP A 26 P Addr 192. 168,26, 160
4 192.168.26.3 255.255.255.0  0.0.0.1 5080 StaticIP o - -
a2 L 192,168.26.13 255.255.255.0 0.0.0.1 8080 StaticIP @ meesea 999t Subnet Mask 255.255.255.0
43k 192.168.26.19  255.255.255.0 192.168.26.18 80  S@tclP b e s e
T 192.168.26.23  255.255.255.0  192.168.26.18 80  StaticlP  J00Rae e - 168,28,
EE 192.168.26.25  255.255.255.0 192.168.26.18 80  StaticIP_gthmms 681 Port a0
4% 1 - 192.168.26.49  255.255.255.0 192.168.3.254 -
47 ¥ W 0. 1921682684  255.255.255.0 192,168.26. S0 SiclP W 220
8 1 192.168.26.99  255.255.255.0 ! StaticlP W e 341 Ostatic  (CIDHP (CIPPPGE | ONVIF
E 192.168.26.114  255.255.255.0 80  SttclP - . 512 e -
5 3 SO0 L. 192.168.26.127  255.255.255,0 80  StticlP  WeeRe s 106
51 f . 192.168.26.150 547255.0 192.168.26.254 80  SaticlP Mt wmes 720 PPPOE Password
52§ .- 168, ~355.255.255.0 192.168.26.25¢ 80  StaticIP M. 670
53 k 255.255.255.0 192.168.26.254 80  S@ticlP e 590
54 255.255.255.0 192,168,325 100 S@tclP Wt owd &7 B Authentication
5 Username "admin
82, 516 -255.955.0 g B Static 1P 3 i
Password sessssse
58— 192.168.26.165  255.255.255.0 192.168.26.25¢ 80  SticlP - 50
Refresh Apply
Status: IP Assignment: Static [CIHTTPS Port 3
Version: 9.0.001.2262
107 /0K Firmware Update Batch IP Setting
Set as Default Time Adjust
SDDP
Other Check

Chapter 4.5.2 Change the Device IP/HTTP/HTTPS Port Number in IPSCAN

Search for the desired device and mouse click on it. After the selected state appears, please modify the IP
address, subnet mask, gateway, and HTTP/HTTPS port. Tick on "Authentication" box and enter the account
username and password to apply. The device IP address should be updated afterwards.

Name  IPCAM-NAME

IP Address 192,168, 26, 160
Subnet Mask ' 255.255.255.0
Gateway [ 192.168.26.154
Port 80

O static  ()DHCP () PPPoE ONVIF
PPPOE Account i

PPPoE Password

[ Authentication
Username

Password

Refresh Apply

ID HTTPS Port 443 I

24 66-UM-NAV5.0-OE-9



Chapter 4.5.3 Update Device Firmware in IPSCAN
Search for the desired device and mouse click on it. After the selected state appears, click on “Firmware
Update” and wait for 30 seconds or more until a message displayed update is successful.

® Use Encrypt File: Whether to select the encrypted firmware. (Please refer to the device provided
encrypted firmware version.

Device type:

Camera: Camera firmware.

Al: Edge front-end camera firmware.

Configure Parameter: Export camera settings.

Firmware Update

Usermame admin [[JUse encrypted file |gername

[ Authentication

Password ssssssse Password

Select 1 ltems to Update... Al Refresh Apply
Configure Parameter

[CIHTTRS Port 43

! Firmware Update i Batch IP Setting

Set as Default Time Adjust

SDDP

Ext oter check

Chapter 4.5.4 Batch IP Setting in IPSCAN
Search for the desired device, press “CTRL” on the keyboard to select the N devices, click on “Batch IP
Setting”, and wait for 30 seconds or more until a message displayed update is successful.

® DHCP: Automatically assign a dynamic IP address.

® Assign Username and Password At First Time Out of Box: The account password of the device is
restored to its initial value.

® Login the Device after Password Creation: Enable the camera authentication.

Heiei e g Name IPCAMANAME
=Ethropety 1P Address 192.168.26. 160
SubnetMask ~ 255.255.255.0
@ Name IPCAM-NANME ;
Gateway 192,168.26.154
192.168.26.160
8 P Start From s s
B Subnet Mask 255.255.255.0
B cateway 192.168.26.154 Ostatic  OoHoP (OPPRGE | ONVIF
——— PPPoE Account :
80
BAHE Forio PPPoE Password
[CIDHCP

[ Assign Username And Password At First Time Qut ¢ [ Authentication

[C] Login The Device After Password Creation Username
Usemame Password
Password Refesh Apply
Select 1 ltems to Update [CIHTTPS Port 443
Firmware Update l Batch IP Setting !
Set as Default Time Adjust
|
SDDP |
Other Check
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Chapter 4.5.5 Restore a Device to its Default Settings in IPSCAN

Search for the desired device and mouse click on it. After the selected state appears, click on “Set as Default”,
and wait for 30 seconds or more until a message displayed update is successful.

FFFUC ALLUUML |

Set As Default b4
PPPoE Password
Username admin
Password sosessee [ Authentication
L
Select 1 Items to Update... SETIamE.
Password
Refresh Apply
[CIHTTPS Port 443
Firmware Update Batch IP Setting
| SetasDefault Time Adjust
SCDP
Ext oter Check

Chapter 4.5.6 Enable or Disable the SDDP Function in IPSCAN

Search for the desired device and mouse click on it. After the selected state appears, click on “SDDP”, and
wait for 30 seconds or more until a message displayed update is successful.

Simple Device Discovery Protocol/SDDP Switch Dialog

[T Authentication
Username admin

Username
Password Pass1234 Password |
3DDP Refresh Apply |

[Select 1 ltems to Update. '
[CIHTTPS Port 443
Firmware Update Batch IP Setting
Set az Default Time Adjust
Other Check

Chapter 4.6 Alarm Input Management

Navigator supports a wide range of alarm inputs, which may be different according to various camera models:

Alarm Input Management Alarm Qutput (DO)

[] Remate Digital Input (] Play Sound

[ Remote Mation, T ripwire Detection (] Send E-mai

[] Remate Tamper Detection (] PTZ Preset Recal

[ Remate sudio Detection (] Signal Digital Qutput

[] External 10 Device [ Alarm Full Screen

[ Matioh Detection [] Post-alarm Record

[ Ma CGI Triggening (] Pre-alam Recaording

[ Wideo Lozs Detection ] Advanced Alam DO

1 AKIEE Flatantioe [T tlarm ACK
_— 4 | ]

Options Options
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Alarm input management

Description

Remote Alarm In

If the camera supports digital input, once triggered, Navigator shall be
notified.

Remote Motion/Tripwire Detection

If camera supports motion/tripwire detection, once triggered,
Navigator shall be notified.

Remote Face Detection

If camera supports face detection, once triggered, Navigator shall be
notified.

Remote Tamper Detection

If camera supports tamper detection, once triggered, Navigator shall
be notified.

Remote Audio Detection

If camera supports audio detection, once triggered, Navigator shall be
notified.

External 10 device

If external 1O is use, Navigator shall be notified.

Motion Detection

This is local Navigator motion detection setting.

Nav CGI Triggering

Navigator CGl triggering

Video Loss Detection

The navigator image has no signal detected, if channel suddenly
video loss, navigator shall be notified.

License Plate Recognition

Detection

Navigator Al license plate recognition detection, once the Navigator is
triggered, there will be a license plate recognition OSD notification.

Remote LPR Detection

Navigator remote license plate recognition detection, once triggered,
navigator will have license plate recognition OSD notification.

Face Recognition Detection

Navigator face recognition detection, once triggered, navigator will
have face recognition OSD notification.

QRCode Detection

Navigator QRCode detection, once the Navigator is triggered, there
will be QRCode OSD notification

Al Behavior Detection

Navigator Al traffic behavior and object detection, once the Navigator
is triggered, there will be traffic behavior alert notifications.

Chapter 4.6.1 Remote IP camera with digital 1/0
If the IP camera is equipped with a DI/DO interface, enable "Remote Alarm Input” in the alarm input list, and
then check "Enable Alarm Input" to trigger the IP camera digital output.

Chapter 4.7 Alarm Output Management
The alarm output function supports a variety of different alarm responses, which can be used for motion and
remote motion alarm detection management. The alarms that can be triggered may vary depending on the

camera model.

Alarm Input Management

[ Remote Digital Input

[ Remate Mation/Tripwire Detection
[ Remate Tamper Detection

[] Remate Audio Detection
] Estemal 10 Device

[ Mation D etection

[ N& CGI Triggering

[_] Widen Lozs Detection
1 AMPR Matarkion

Alarm Cutput (DO)

] Play Sound

[ Send E-mail

] PTZ Preset Recal
[ Signal Digital Output
[ Adarm Full Screen
] Past-alarm Recard
[ Pre-alarm Recording
] Advanced Alam DO
I 1 Alarm ACK

27
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Alarm Output Management

Description

Play Sound When an alarm triggers or an event occurs, a user defined wav
audio file will be played.
Send Email Send email notification

PTZ Preset Recall

Set PTZ to move to preset position

Signal Digital Output

Send IPC digital output

Alarm Full Screen

When alarm triggered or an event occurs, the channel is
displayed in full screen.

Post-alarm Record

After alarm occurs, will record for 5 seconds.

Pre-alarm Record

Before alarm occurs, will record for 1~10 seconds.

Advanced Alarm DO

Turn on DO device, i.e. IP Camera’s DO, MOXA 1200 Series

Alarm ACK

Alarm acknowledgement after the alarm occurs, if the user has
two monitors, it will automatically pop up.

Alarm Snapshot

Alarm snapshot

Text Overlay

Users can custom input Chinese and English special symbols
displayed in the channel screen

App Cloud Push Notification

When an alarm triggers or an event occurs, navigator will send
push notification to mobile app.

NCC TVWall ACK

NCC Mosaic TVWall ACK Alarm confirmation function

NCC Emap Center Alarm

NCC Emap Center eMap control alarm trigger

NCC Play Audio

View Manager trigger the alert sound after the alarm is set off

NCC Global Alarm Settings

NCC Global alarm system triggered at the same time

Chapter 4.7.1 Advanced Alarm DO

You can set IP Camera’s DO and MOXA Uport on advanced alarm outputs, triggering warning lights or
buzzers and gate control switches.

Advanced Alarm DO Setting Dialogue X

Number
DO Device

Alarm DO Device

Device Type

Relay Interval

IP Address

Password

[Jpo-00

Device Scan

1

[Moxa 1200 Sertes v

Disable

IP Camera's DO
MOXA 1200 Series
NAV CGI DO
ANPR CGI DO

Message
LED Panel CGI DO

Connect

Obo-01 [Obo-02 [Ooo-03

Chapter 5 MOXA-ioLogik-E1212Control Box

The ioLogik E1200 industrial Ethernet remote I/O has two embedded Ethernet switch ports that allow
information to flow to another local Ethernet device or connect to the next ioLogik in the daisy-chain.
Applications such as factory automation, security and surveillance systems, and tunnel monitoring, can make

use of daisy-chained Ethernet for building multi-drop 1/0O networks over standard Ethernet cables.

Attention! MOXA control box with Navigator software is only up to version 3.0.0.170. Please contact

technical support team for further support.
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Dual Ethernet
Switch Ports

12-24 VDC Power
System LED

1/0 Channels

RESET Button

Stress Rellef

Note: The Reset button restarts the server and resets all settings back to factory default. Use a sharp object,
such as a straightened paper clip, and press down the RESET button for 5 seconds. Once the READY LED
turns green again, the factory defaults will be loaded. Then you can release the RESET button

Chapter 5.1 MOXA General Settings

In General Settings page, you can specify the server name and location to help you distinguish between
different ioLogik E1200 devices. You can also configure the Modbus / TCP timeout interval or enable
communication watchdog function.

Eeneral Settings

1/0 Server Settings

o Y wac (1-65535, default = 90, disabla = 0)
atchion o sec (165535, default = 0, disable = 0)

[Etmioiaan

Chapter 5.2 MOXA Ethernet Configuration

In Ethernet Configuration page, you can set a static or dynamic IP address for the ioLogik E1200 and
configure subnet masks and gateway addresses.

Ethernet Configuration

Ethernet Parameters

1P configuration Static e
1P Address 192.168.127 254
Subnet Mask 255.,255.255.0
Gatewiay 0.00.0

Subrmit:

Chapter 5.3 MOXA Web Console 10 Setting

The status of each DI (digital input) channel appears on the DI channel setup page.

DI Channel Settings

Refresh page

DI Channel Mode Status Filter Counter Trigger
DI-00 DI OFF 100.0 ms o
DI-01 DI OFF 100.0 ms

DI-02 DI OFF 100.0 ms

DI-03 DI OFF 100.0 ms

DI-04 DI OFF 100.0 ms

DI-05 DI OFF 100.0 ms

DI-06 DI OFF 100.0 ms

DI-07 DI OFF 100.0 ms

DI-08 DI OFF 100.0 ms

DI-09 DI OFF 100.0 ms

DI-10 DL OFF 100.0 ms
DI-11 DL OFF 100.0 ms
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Chapter 6 IP Camera IE Webpage IVS Tripwire Detection

In IP camera web page settings, please go to Advanced mode” — IVS — Advanced Tripwire Detection

Live | Basic ode [[Advance Mode]| Language | Logout

Video | Audio Network Event Notification Maintenance
Event Advance >> Event >> VS

Ve
P e
"Advanced THpwire.
Detection

Audio Detection
T Moton Detecton Tampemng Detecton
Network Detection Advanced Motin Detection

Push Service Setting

Tripwee, Trafic Light Detection
Otyect Countiog
Unafiended Otyoct Detecton

Mg Ot

(& Advanced Trgwrs Detecon
Advanced Obpec Counting
Cromes Oetecton
Loterng Detocton

Face Detecton

son Defoction function, Encodod OSD wil deabl

1. Enable the Advanced Tripwire Detection to edit, and then set the tripwire area.
2. When an object passes the tripwire, it will trigger, and the tripwire will change from green to red.

Chapter 6.1 Navigator Alarm Management Settings
1. Select IVS Camera Channel —Right mouse click—"Camera Properties”
2. In Camera Setting Page, press “Alarm Management”.

K Camers Settings#116

OisplanRecord
18 Activate this devic

Mame Cam 118

Channel Location
Add Cemera

Devéce Type 1P Camera Detact
st camtr s
Playback i
Remote Playbiack af 17 Camera SO Card e

Advanced Alarm DO SteamingWode  Dual Sireaming Mads for the Channel

Full Screan Mode Record lade Record dual streams.

Hemwork

PTZ Panel
Test Overlay
Pause

IPIDHS 192.163.26.160
HTTP Pod (ax. 20) 80 b Find Device Video

Ont Port (Optional) 80

( Disk |
HTTPS Part (ex. 443) 4437
| = P,
Usemama admin onvF §POSIOSD
Pusaword a3 adnsas: @E  Device Type 1P Cam

12/485 PR Group Seting
Cameialdss D 1 Marrm gt (DI} 1

RelayDuiput (00}~ 4 Oiect Couning
[ 8ynchionizs Tima with PC Apply

0 0.05FPS
T Low bitrate cient and semver cannecton 5 Advance Privacy MaskiOSD

Rebool Dievice Launch Brows st
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3. Alarm Input Management —Check “Remote IVS (Motion) Detection”, Check at least one alarm

output,

For example:“Post Alarm Record”, if you need MOXA DO action, then check “Advanced Alarm DO”

and “Options”.

4. Press “Device Scan”—MOXA Device Connection

Condton#1 | Condtns2  Conditon®3 | Conditon=4 Others | Number

Aarm nput Management Alarm Output (D0) DO Device

= Alarm DO Device
Il Device Type
=]

E 5 Relay Interval

Il

[ Mo

0 e 1PAddress

v v o “

< > < >

T
Options Gptions Password
!

Enale Alarm Input () Pre-alarm Dwell (Sec) 1

[JAND LogicAlarm Nolification Aarm Oulput Dwell (Sec) |5

Detection Dwell (Sec) 1~ TheNextAlam Output Dwell |Disal 0000 ¥]D0-01
[JUse Not Logic e D004 D0-05

Apply Cameras Alarm setiing fiom rex
1 | Device scan save

, = Others | Number 1 =
MOXA 1200 Series v | pooeiee HIOXA 1200 Series ~
‘Alarm DO Device ‘
E1212 DaicaTIHe E1212
Aways v Relay Interval Aways v
3, Device Scan X
192.168.26.60 Connect
1P Address MAC Address DI Portum... DO Porthus. DID,
l:l : 1321682660 00-90-€8-3F-C._ 8 8 8
D002 D0-03
0006 DO-07

Note: The position of DO and MOXA box must correspond to each other to have normal DO output.

Chapter 6.2 External 10 device

1. Please check “External 10 Device” — “Options” — Select Device Type “MOXA 12XX” — “Device Scan’

2. Press “Device Scan” — MOXA Device Connection

External 10 Devi
Gndtonst | condtonsz condty 0 o110 Dovce X s | numoer 4 &
Aarm Input Management Number 1 v I DODeac LG ERENEIEY X
[ Remote Digal Input [BevceTe VOXA 120X 7] Alarm DO Device
Fiemote [V [Motion) Detection Device Type E1212
[ Remote Face Detection Alarm DO Device [
L] Remote Tamper detection Relay Interval Always -
L} amo o [epe; e 1P Address 192.168.26.62
[] Extemal 10 Devics | MAC Address B, Device Scan X
T Froton Detestan e
= evice Type
L] Nav CGil Trigoering v ‘ Device Type P Address MAC Addess DIPFatkum... DO PotNu.. DI
\idan | nes Netaction DI PortNumber 1
< > . EHB 1921682660 00-90-66-3F-C._8 § 8
DLOD ¥Iprot DLo2 DLo3
[Z1Enable Alarm Input (DIy DI04 DL0S. D106 DIO7 §
[JAND LogicAlarm Notification 1
Detection Dwell (Sec) 1~
Use NotLogic
= == =
Apply Cameras || aerm serong momremore cevce | Sove o

Note: DI stands for MOXA switch device.

Chapter 6.3 Alarm Acknowledgment

“

You need two monitors to enable alarm acknowledgment, one for Navigator and the other for alarm
acknowledgment. Click the Monitor Setting icon and set the Alarm ACK Monitor to the second monitor.

T Monitors Setting Dialog x

Main Monitor
Default grauping

Default window division
Auto minimize when system starts
Full screen mode after reboot
Low CPU usage mode

AlarmACK Maniter

Sub Monitor Quad display

[ The spot manitors
= 102: MoritorNo. 2)
=] #03: Monitor
=] 04 Monitor
£ 08 Monitor
=] 806 Monitor
E] #07: Monitor
=] #08: Monitor

Default group

16-Division IP Cam.
Main Grouping
Main Grouping

Main Grouping

Wain Grouping
E
oft
oft
oft
oft

Sequence  Division

time

off 16

Identify Monitor oK

<fleflx]l¢

<

Low CPU usage

of
on
on

on

Cancel
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Navigator main monitor Alarm acknowledgement monitor

Video is displayed on the Navigator alarm acknowledgement monitor you designated. To acknowledge the
alarm, click the ACK OFF button at the bottom left corner of the Navigator alarm acknowledge monitor.

Click the ACK OFF button to
lacknowledge the alarm

To setup the acknowledgement feature, check Alarm ACK in the alarm output list.

Chapter 6.4 Notify Navigator Installed on Other Computers
Third-party software can enable or disable videos on the alarm acknowledge monitor using the CGI
commands provided by Navigator. See HTTPAPI.PDF on our official website for more details.

Chapter 7 Recording Settings
By default, Navigator starts continuous recording after an IP camera is connected. To change recording
configurations, please read the following sections.

Chapter 7.1 Schedule Recording Settings

The recording schedule of Navigator can be set to Always, No Record, and Motion, and the time increment
can be set down to an hour. To designate which hours to record, first choose the recording type (Always, No
Record, and Motion), and then highlight as many boxes as you like in “System Settings”—"Schedule”.

Click Apply next to Apply All Schedule to apply the selected recording type to all days and hours. To apply a
recording type to all channels, click “Apply All” for apply schedule to all channels.

System Sefings  Grouping Schedule  Recording Time Network  Failover

Channel

(Cam 010) Cam 010 v

Saturday

W O Aways
m ONoRecord Save
O Motion

Apply All Schedule Apply.

Apply Schedule to All Channels Apply all

GUID: M e A e a0
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Chapter 7.2 Motion Detection Recording

To enable motion detection recording, click B o open the Properties dialog box. Next, click Alarm
Management and check Remote Motion Detection. Click Options to configure the settings. Navigator provides
up to four user-configurable motion detection areas. Simply drag across any areas on the screen to define a
motion detection area. Right-click to clear one or all designated areas. To adjust motion detection sensitivity,
use the scroll bar at the bottom of the window. Motions that are detected within the highlighted areas will send
an alarm to the system. Click Apply for the settings to take effect.

Alarm Input Management Alarm Output (DO}

[T Remate Digital Input [ Play Sound

B Remote Mation/Tripwire Detection [ Send E-mail

] Remote Face Detection [C] PTZ Preset Recall
[T Remate Tamper Detection [ Signal Digital Dutput
[ Remaote Audio Detection [ Alarm Full Sereen
] Extemnal 10 Device B Post-alarm Record
) Mation Detection B Pre-alam Recording
[ Mav CGI Triggering [ Advanced Alam DO
M) Midan | nes Natartinn [ Alarm ACK

[ Options | Options

Note: The use of remote motion detection can further reduce the CPU load of a Navigator PC, for this function
utilizes the motion detection engine of the IP camera.
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Chapter 7.3 Recording at System Startup

Check this option to start recording automatically every time you boot the system. It is not required to start
recording manually. If a schedule is set, Navigator will begin recording according to the schedule at startup.

System Settings

System Settings Grouping Schedule Recording Time Network Failover

Channel

(Cam 010) Cam 010 ~

Sunday
Monday
Tussday

Wednesday

Thursday
Friday
Saturday

o O Aways

W (O Mo Record Save
(C) Motion

Apply All Schedule Apply

Apply Schedule to All Channels Apply all

GUID: il

P — e -3
Cancel

Chapter 7.4 Estimated Recording Days

To estimate the remaining storage capacity (days), a user can click System Setting and switch to the Record
Time tab. Estimated recording day and time information will be displayed on the right side of the pane.

System Settings  Grouping Schedule Recording Time Netwerk Failover System Seftings  Grouping Schedule RecordingTime  Metwork  Failover

(] Low latency mode

Enable “Applications® fter reboot

Snapshot Path TINAVSnapshot
Snapshot File Prefix
[ Event Thumbnails Number of 4 v
Synchronize Time with 1 « Hour
® System Reserved Storage 175 GB e Frich z
[ video Reserved Days 0 (1-365)  Apply
8 Image Reserved Days 25 (1-365)

[_JRAID System Monitor

Storage Calculator System Management

NAYID OFF v
GUID:  20FUNS S i S, F @80 403

o o]
\

Re-edit Event Text

Keyboard

™ Drve.. | Free Space | SystemRe.. ‘ T R g SR S oo | e Total Recording HDDs: 1
T ¢ | [auto sequence after reboot ]
ca 7 Available Recording Space: 268225818 | 26196
[ () Original video resolution at full screen mode —_
98% 93140
. | [ Auto login when system starts e B 20 %o Svace: G098 TE 543G
Fn _ 175GB [C] Foree to enter the reason for backup and playback M 25%12

Average Frame Size: 698 KBiSec

Total Recording Time: 45 Days 13 Hours 3 Minutes
Remaining Recording Time: 9Days 12Hours 36Minutes
CPU Load:21/95%

NAY Memory Usage: 110MB,
HTTP 8021 Senvice Of Memary Usage -10MB,
System Available Memory2253/8077MB

Login Counter(Connecting and Recording):
(1+1)0/693Kbps,
(1+1)Max(0+108)698KbpS

Task Manager
Database connection status:

EmorCode:0,

LastDeleteFileTime 2023/05/10 18:53.00

GuID 20 e . a——— w13

®  Total Recording HDDs: Recording sector is checked.

®  Available Recording Space: Total hard disk capacity minus the reserved space for loop recording

(ie:873994MB/854G).

® Remaining Recording Space: The remaining recording space of the hard disk (ie:128MB/0G) -
®  Average Frame Size: Hard disk recording data (ie:2323KB/Sec) -

® Total Recording Time: Recordable space + average recording flow =

(days/hours/minutes)

® Remaining Recording Time: Remaining recording space + average recording flow = remaining

recording time (days/hours/minutes) -
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Chapter 7.5 Network Storage NAS

You are allowed to save recorded files on network storage such as iSCSI or NAS if the network storage
supports “Network Neighborhood” protocol.

System Settings

Browse for Folder X
System Seflings  Grouping Schedule Recording Time MetWork Failover |
dnetworkame ]
Local HostName  Daniel Rec Server
{8 Streaming Server (JEnable IPvG Mapped drive of NVR software PC
Listen Port 8021 =% Network ~
HTTP Port 8080 Drive ‘ v B - ONG
HTTP IPvd Link: http://192.163.3.20:3080 Usemame B par ]
HTTP IPv6 Link: Disable Password Apply .
s Bl DESKTOP-O! IE
ox grmeo Drive Number | : Fe Space 3 DESKTOP-0i m &D
—
HTTP Timeout 5 v |— oA gw, 931408 B peESKTOP-1 £
Rl Elisas Af e B pesxToP-3i )]
Fin

B peskTOP-4 7
INAT IP Address: 192.168.3.20

B pesk 37
NAT Command Port 2030 DESKTOP 8 ;
NAT Streaming Port 821 00 Remove Drive [ pesk oP-Q N

B peskToP-R R v
(") Enable SDDP Broadcast Apply DDNS Browser Setting
GUID:  2CHNI S . S —— E Cancel

To do so, go to the Network tab. Click Add Network Drive, and select any network storage by clicking Mapped
Drive of Navigator Software PC. Choose Apply when the network storage is selected. Check the storage you
just added at the bottom of this window. Navigator will begin circular recording and save the files to the drive
you selected.

Otherwise, you can go to My Computer—Tools—Map Network Drive. Please make sure that the Reconnect at

logon option is checked to avoid losing connectivity.

= | ThisPc X X
L T —
I = 3
| T [ Uninstall or change a program
|8 Q= @ - o :
| properties Open Rename  Access|Map network fddanetwork  Open - What network folder would you like to map?
mediay  drive~ location  settings [ Mansge
Loaation Networ system Specify the drive letter for the connection and the folder that you want to connect to:
&« v o B, ThisPC v o O Search This PC
Diive: = v
nee & ol
=1 Videos Folder || ][ Browse..
OneDrive - Persona
L Example; \\servershare
[ This PC ~ Devices and drives (5)
B 30 Objects - LEalIakiC) Lecalb=k (0} [ Connect using different credentials
[ Desktop Ny 221 GB free of 465 GB My 572 GB free of 931 GB Connect to 3 Web site that you can use to store your documents and pictures.
[%) pocuments Test Tool (£ DanielApo (F)
& Downloads
M 615 GB free of 931 GB "~ 1.04TB free of 181 B
D Music
= Video Rec
&1 Pictures &
B videos o ™ 241 Bfecof 272T8 =
e = Finish Cancel
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Chapter 8 Group Settings
Chapter 8.1 Grouping
Users are allowed to divide cameras or DVRs into groups based on their geographic locations or functions.

You can easily view the videos recorded by the grouped devices. To create groups, enter System Settings and
click Grouping and follow the followings steps:

1. Select a group type from the left pane and click the Right Arrow to create a group.
2. Click OK to save the settings.

System Settings

System Seftings Grouping Schedule Recording Time Network Failover

Devices Grouping

1-Division IP Cam/DVR Grouping 5 (. Main Grouping

4-Division IP Cam/DVA Grouping 16-Division |P Cam/DVR Grouping
3 3-Division IP Cam/DVR Grouping 16-Division |P Cam/DVR Grouping
16-Division IP Cam/DVR Grouping 16-Division IP Cam/DVA Grouping
25Division IP Cam/DVR Grouping 8 Division IP Cam/DVR Grouping
. 36-Division IP Cam/DVR Grouping

Sequence Time 20 = sec Delete Import Property Add Camera

GUID: B e = 4 2 e em mem s

OK Cancel

Chapter 8.2 Group Naming

To name a group, right-click a group and select “Property”. Enter the name you want to use into the text field.

Grouping

- Main Grouping Grouping

- 36-Divizion |P Carn/DR Grouping Name 9-Division IP Cam/DVR Grouping
&- 9D ivisigell Cam/OVE Grocis e Cancel
- 1E-Diwi Delete

- 25-Divi e

G- L

@ 4-Division IP Cam/D%A Grouping

&3] 9-Division P Cam/DYR Grouping

Note: Main grouping is system default name and cannot be modified.

Chapter 8.3 Auto add Devices in a Group

For saving time and convenient operation, user can automatically import IP Camera, DVR and other multiple
devices in each grouping by clicking “Add Camera”. Each group supports 36 devices.

System Seftings Grouping Schedule Recording Time Network Failover
Devices Grouping
I 1-Division IP Cam/OVR Grouping
Ewivism IP Cam/DVR Grouping

Main Grouping

1F- guard room

2F chemistry lab

3F Production Line (Assembly)
4F storehouse

5F-R & D department

7F-staff canteen

BF Hanging garden
B1-Underground VIP car park
B2-central control room

9-Division |P Cam/OVR Grouping

16-Division IP Cam/DVR Grouping
=25-Dmslcn IP Cam/DVR Grouping

36-Division IP Cam/DVR Grouping

6656888888

Sequence Time 20 : Sec. Delete Import Property Add Camera

GUID: R e i &

oK Cancel
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Chapter 8.4 Quickly Add device

After clicking on “Add Camera”, and IP auto search is finished, you can quickly find the desired device by
selecting Scan Device Type.

Select the cameras for setting up NAV channels.

Hame 1P Address Port  Model  Version MAC Address Status
[ Nve_pwe ... 192.168.5.214 80 42 1 DI e "]
O row s, 192.168.5.217 80 %2 L o

O H. - 192.168.50.235 80 5 0. Oy -
(0 nle & 192,168.26,49 80 27 o O -

O N e s, 192.168.5.207 80 a2 L [

() N e 2. 192.168.5.205 80 2 1 0p -

(O o, 192.168.3.15 80 592 2.0m- o -
O v ... 192.168.5.212 80 2 1 O -
| O P 192.168.26.190 80 10001 D - -

O zswem 192.166.77.181 80 645 om0z Ohe

O 2 192.168.3.67 50 0001 o
| D v sz, 192.168.5.2090 0 w1 0p-- -
O z— 152.168.3.208 80 660 I0AMNAEI0  DI——
O o 2., 162.168.5.215 50 %2 i Of ]
| O v sz, 192.168.5.213 80 170 1 o ]
| MY v 189 120 7 £ on nang - -
Scan Device Type ~ Username admin

— s e
INavigator —_—
Coee

Auto detect Onvif device connection status. If the connection fails, it instantly correct account password and
network port. Manually press “Onvif” will detect the connection again.

Please Cick the IPCAM device that you want to connet to confirm and add, and you can drecty modify the setongs after selecting | Device Namel', {Usmame!,
\Password\" and \"Advance\", and confirm with the {'ONVIF\" Confirm all the setfings, please press |Next!”

SelectDevice  Name 1P Adcress Profie  Comnection state Optans
-] Select Al { Selec.,

] W aniel  192.168.26.160 orofied  Connected successfuly. Advance
-] . - 192.168.26. 163 The netwark connection is faled.

a 3 192.168.26.165 profiel  Comnected successfuly, Advance
a [L e 192.168.26. 166 profied  Connected successfily. Advance

Onvif
<dsk [ Mewts | Cocel

After confirming the device is connected, the devices listed above can be imported into the specified group.

Please select the group you want to new chamnel and press \Finsh|" to complete this seting.

Channel Name Channel bumber
TWas Cemel #003
[ 2004

. #005
. — 2005
Group Hame

< Back Frush Cancel
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Chapter 8.4.1 Add an NVR or NAV Host

The maximum limit for each group on the NAV host is 36 channels. When importing remote devices, you can
choose to import the first half or the second half of the devices.

Phease Click the NVR/NAV Channels thatyou want to add, and you can directly madiy the settings afer selecting \'Device Name\'. and \"Advance\", Confim all the
settings. plesse press \ Nexty"

elect Device  Name 1P Address Port Options
Selact All/ Select
NVR i #1

() check first half T check second half

MNext > Cancel

Chapter 8.5 Group Authentication

To assign access rights to particular users, please check Device checkbox to allow access to groups or
channels. The default setting allows every user full access to every device in the group. Group access rights
also apply to web servers. Users with different access levels can only see the videos of their corresponding
groups.

8, Navigator User Manager

Chapter 8.6 User Authentication

To assign access rights to particular users, please check Operation checkbox to allow access to groups or
channels. The default setting allows every user full access to every device in the group. Group access rights
also apply to web servers. Users with different access levels can only see the videos of their corresponding
groups.
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Chapter 8.7 View a Group

To view the videos of a group, click “Groupings” and chose the group you want to see.

[Eq -
Groupings |5/ &

Chapter 8.8 Group Sequential Playback

To adjust the group sequential playback interval (seconds), go to the Grouping tab in System Settings.

Sequence Time 20 Sec.

Chapter 8.9 Main Grouping
Main Grouping is a group consisting of 36 devices, which are displayed in a split view in Navigator. To add a
device to the main grouping, please follow these steps:

1. Select Main Grouping in grouping dropdown list.
2. Right-click one of the cameras.
3. Select Properties.

Chapter 8.10 Split View

Currently, Navigator supports four types of split views including full screen view, 4-channel view, 16-channel
view, and 36-channel view. To open the full screen view, double-click a camera to maximize the screen. Click
Windows, and choose the type of view you want to see.

=H
i
#H
| B

E Windows

Chapter 8.11 Dynamic Video Channel Swapping

If you want to move a camera channel around, you can simply drag a camera to another video channel. This
operation swaps these two cameras’ positions dynamically in the software. For users who want to adjust the
display position after site installation, they do not need to re-assign the IP settings.

Cam D08
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Chapter 8.12 Digital Zoom

To zoom in a specific area, click and drag to create an area for digital zoom. Then you can move the zoom-in
area (green area) at will.

The digital zoom function is also available in the playback mode.

Chapter 9 Playback in Navigator
Navigator can playback the videos recorded by all IP-based products including H.264/H.265 HD IP Cameras,
Full D1 IP Cameras, IP Fast Domes, Video Servers, LAN Cameras, and DVRs.

Chapter 9.1 Playback

First of all, select a camera channel or a DVR. Press the Playback icon
i . A new window will open.

0000006060000
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Chapter 9.2 Playback for an IP Camera Within the MainGrouping

Video recorded in the main grouping can be saved to a local PC. Stored video clips can be played by
specified date and time. To do so, follow below steps:

1. Choose a date in the calendar.
2.  Specify the starting time and ending time.
3 Click “Search” to search the video clips.

08/07/2014 Calendar Start Time:
E my EH E04E

End Time:

Continuous
Recording

No Recording Yellow turns Green
or Disconnected Alarm Event Recording

When a video clip is playing, click Stop , Play , Pause , << (Rewind), >> (Fast Forward) , and
Snapshot icons to perform the corresponding function. You can also click the time-bar or drag the
scrollbar to jump to a specific time.

® White: No recording or device disconnected.
® Purple: Continuous recording.

® Yellow gradually turns green : Alarm event recording, the color frequency range is 1~10. As events
become more frequent, the color gradually becomes greener.

Chapter 9.3 Multi-Channel Playback

b
You can choose a group for multi-channel playback. Just click the multi-channel playback icon , and a
playback window appears as below:

0000000 OO00OE
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Navigator supports up to 36-channel playback at the same time.A number of settings can be changed for
multi-channel playback: (1) NAV/CMX | frame only (2) | frame only. | frame only is only available when
multi-channel playback is activated, and activate this option will force Navigator to show only 1 frame/sec in
the background to reduce CPU load. For less powerful workstations, we suggest you activate this option.
However, you may uncheck the option if CPU usage is low.

@ NAVY Iframe Only

(] tframe only

Display hardware graphics acceleration (default)
Smart anti-aliasing

Default Windows Division 1

<fle ]|« |l <

Language Englsh
POS Text Font Settings
SNAP

Capture a single frame v

Total number captured 7

Capture Frequency Low

Chapter 9.4 Remote Multi-Channel Playback

You may also connect to another Navigator host remotely and play videos saved on that host. To enable
remote playback, click Playback, then select Remote Playback . Click the Connect button
and enter IP/DNS address, port number, username, and password to access Navigator. Select a group for
multi-channel playback. Moreover, you can add Navigator hosts as bookmarks to instant login in the future.

Bookmark

Server Type
Server Name

Server IP/DNS

2:192.168.26.20

NAV Streaming Server

NAV Streaming Server
DVR2B/2C Series
NVR/DVR.

Local WVR File

IP Camera SD Card File

AHD/DHD Series
8021

Server Port

Usermname admin

Password <
High Quality Type

Chapter 9.5 Remote DVR/NVR Playback
For playback videos on a remote DVR/NVR, right-click the DVR/NVR channel and select DVR/NVR Remote
Playback.

Add Camera
Camera Properties

Pause

Playback
DVR/NVR Remote Playback
d Alaim DO
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Then you will see the DVR/NVR Playback dialog box. Specify the date and time information in the dialog box
to start remote DVR/NVR playback.

0080000000008

Chapter 9.6 SmartSearch
SmartSearch is available in multi-channel playback. This search function provides quick video search in
selected motion detection zones.

To perform SmartSearch, enable full screen mode for a particular camera. Select SmartSearch in the
drop-down list of Select Mode and press Search. A SmartSearch dialog box will appear. Drag the motion
detection area on the screen inside the SmartSearch dialog box. Click Start, and the system automatically
performs a quick scan for any signs of motion activities in the video clip.

In the event list, snapshots of the motion activities will be displayed. Click on the snapshots to jump to the time
when a particular event happened.

Chapter 9.7 AVI File Export & Play from a File

Chapter 9.7.1 Export AVI with OSD

Users are allowed to export an AVI file recorded by a main grouping device. First you need to open the
playback interface and search for a recorded video. Click the Backup button, choose Destination Directory,
and press Convert AVI with OSD on the right side of the screen to export the AVI file.
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Chapter 9.7.2 Export AVI without OSD

Export an H.264 AVI file without an OSD timestamp can be much faster than rendering an AVI file with a
timestamp.

Navigator stores its video clips in a GUID folder inside the default Video folder. The GUID folder is named by a
32-digit hex string. The videos are saved under year, month, day, hour, and minute.

4 | Video s
a4 | 22E36F5B-BAB8-418A-B1F
4 | 2017
4 ) 09
> b 27 ) MPEG MPEG MPEG
a) 28 I cho2 ch03 cho4
P i
4 09 4
b 54
‘ 22 MPEG
57 = ch05

Note: As the OSD file is too large and it takes a long time to backup, OSD backup AVI supports maximum of
1920 x 1080 resolution only.

Chapter 9.8 Multi-Channel Backup
Multi-channel backup features (1) multiple channel playback through MPlayer, which is a comprehensive
media player; and (2) AVI backup for multiple channels.

To back up your files, click the Backup icon and select channels. Specify the date, time, and destination
directory. Finally, choose Start Backup or Covert AVI for multi-channel video backup to begin.

Chec.. Channel
Select All { Scl:ul
Cam 001
Cam 002

Cam 003
Cam 004
Cam 005
Cam 006
Cam 007
Cam 008
Cam 009
Cam 010
Cam 011

Cam0i2 | End Time: 132 = Start Backup

777777777717

L}

Chapter 9.9 Snapshot

In a system consisting of IP based services, you may want to capture images in a particular video. You can
utilize this function in Navigator by simply clicking the Snapshot icon . The picture will be saved as a JPEG
file.

0000000000000
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Chapter 9.10 Alarm Event Playback
To playback motion detection events, choose Alarm in the Select mode drop-down list, and click Search to
display all motion detection events. Click any of the events to play associated videos.

Chapter 9.11 Tagging
To tag important video clips, click “Tagging”@ to tag the video. The tagged time video clip will be retained
even when have exceeds recycle recording number of days.

Tagging X

Selected Channel 1

Playback Time 2023/08/09 15:23:02
Post-event Review Time 0 S vinutes. 5 * Seconds

oy Ry 15 minutes of illegal parking

0K Cancel

Select “Tagging” to playback event and you can playback important clips. If you don't want to occupy
recording space, right click — “Clear” or “Clear All” tagged time in the tag period.

Chapter 10 Audio
Chapter 10.1 Two-way Audio

Navigator supports two-way audio enabled surveillance cameras. To activate this feature, select a particular
channel and click the Speaker icon at the top-right corner to listen to the audio of the channel. You can
also move the volume bar to adjust the volume. To speak to a remote site, please click the Microphone icon
next to the speaker icon.

NOTE: Audio monitoring is only available in the full screen mode. Double-click a channel to enter the full
screen mode.
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Chapter 10.2 Two-way Audio Auto Switching
Navigator supports two-way audio for IP cameras. Check Audio Auto Switch in Properties will
automatically enable audio and microphone feature when the camera is switched back and forth.

Chapter 10.3 Audio Recording
Navigator supports audio recording using IP camera models equipped with audio input. The Playback
interface can play audio (if any) simultaneously with the recorded video.

Chapter 11 Archive Manager

Archive Manager, a built-in feature in every copy of Navigator, can archive videos to a central network storage
device. Archive Manager delivers a hassle-free experience that automatically saves your video clips to a
secure location. To open Archive Manager, please go to Start— All Programs—Navigator— Archive Manager.

Chapter 11.1 Archive Source

To start video archiving, select the cameras you want to archive. You can either keep the video clips in the
local PC (duplicate archiving), move the local data to a remote archive destination, or stop archiving for a
specific time frame. After the configuration is completed, you can schedule the archive task by choosing the
hours and days you want the archiving to take place. Also, you can apply all settings to the schedules of other
cameras.

Chapter 11.2 Archive Destination

You can choose the Archive Drive where video clips will be archived. The Archive Drive could either be a
network RAID drive or an internal SATA RAID for large data storage. To choose a NAS RAID as the archive
destination, click Setup Network Disk to mount a remote drive to Navigator. After the disk is chosen, select
Real-Time Archiving or Scheduled Archiving. The former will start archiving immediately the next minute, and
the latter will start archiving in the designated time.

Archive  Archive Log  Sync

Source

(D) Activate this device Source Camera: #004 Cam 004 ~ Refresh

Setup Network Drive

Archive
Foider:

WNavserverinav ap nas

Drive: v

ree archiving for a weeh
isemame.
- archiving for all channels
password o
Destination
Archive Drive:  C: ~ Setup Network Disk Driver Mumber  Folder Path
Ghe e = e [mlo\  [\\Wavserverinavapnas

Reserved ArchivingDays | 90 Day(1-365)

() Only Once Start Time [ 14:39 03|

0 Realtime Archiving
Remove Drive Close

() Scheduled Archiving [ sunday | [00:12

Priority Setup Sms -

Apply alltime to all channels

Start Stop Copy WPlayback Exit

Chapter 11.3 Synchronization
NAV recorded file sync

® Data overwrite: The system obtains the image data from the device and overwritten back to the NAV
recording host.

® Data no overwrite: The system checks for missing video clip but does not overwrite.

® Data recovery: The remote server has a storage device in IP Camera SD card. When the network is
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disconnected, it will recover disconnected portion from the SD card.

[B] Mavigator Archive Manager 64 Bits — X

Archive Archive Log Sync
Sync Destination Setup

[ Activate this device NAV Channel | 2001 Cam 001 - Status
Sync Source Setup Schedule
Sync Medh
Server Type P cameraSD CardFle v B () Only Once
NAV Streaming Server (O overwritten (O No Overwritten
serer Gutoemts [ e Suwttioe  [5:50 e
> ard File

Server Port 0 Sync Time End Time 15:44  12/13/2021
fherens (O Start Older Recording Time (®RealTime

(®) User Defined Time O scheduled
Password
et bl e e [ Today «| |0o0:00 127132021 I sun... Apply Al

Apply Apply Al Apply Apply
Recordings
W @ Source Video Recording
B OMNoSync
Apely
Apply a Week
Saturday Apply All Channels
Start Stop Copy MPlayback Exit

Note: When the device is disconnected, it can also pass through the storage device. For example: IP camera
SD card for backup to the Navigator host

Note: Synchronized devices can have up to 1 channel at a time. When the network or remote device is
backed up for too long, another channel will be back up after the maximum time of 1 hour is reached, until all
channel sequences are completed.

Chapter 11.4 Back up Log

After completing the above steps, you can see the synchronized information in the Archive log.

[E] Mavigator Archive Manager 64 Bits

Archive Archive Log Sync

Backup Status Backup Log

Channel Status Cam 113 sync time: 2024/03/28 14:40
Cam 113 sync time: 2024/03/28 14:41

#004 Cam 004 Cam 113 sync time: 2024/03/28 14:42

#006 ¥ 5= Cam 113 sync time: 2024/03/28 14:43

Cam 113 sync time: 2024/03/28 14:44

#010 C Cam 113 sync time: 2024103728 1445
#013 F = Cam 113 sync time: 2024/03/28 14:46
#014 Cam 014 Cam 113 sync time: 202410328 14:47

Cam 113 sync tine: 202410328 1448
#037 Cam 037 Cam 113 sync time: 202410328 14:49
#0328 Cam 038 Cam 113 sync time: 2024/03/28 14:50

Cam 113 sync time: 202410328 14:51
#

U3 Lam 039 Cam 113 sync time: 2024103/28 14:52
#040 Cam 040 Cam 113 sync time: 2024/03/28 14:53
#041 Cam 041 Cam 113 [2024/3/28 14:54] Sync End
P Cam 117 [2024/3/28 0:0] Sync End

Cam 121 [2024/3/28 0.0] Sync End

#043 Camod3 | |
#046 Cam 046

#088 Cam 088

#111 Cam 111

#113 Cam 113 Cam 113 [2024/3/28 14:54] ..
#114 Cam 114

#115 Cam 115

#116 Cam 116

#117 Cam 117 Cam 117 [2024/3/29 0:0] Sy..

Clear

Start Stop Copy WMPlayback Exit

47 66-UM-NAV5.0-OE-9



Chapter 12 PTZ Control Panel

In Navigator, you are able to control the movements of PTZ cameras. Select the channel of a PTZ camera
(e.g., IP Fast Dome) and click PTZ Setting I to control the movements freely using a PC keyboard and/or
the PTZ control panel

Chapter 12.1 Preset Point Settings
To set up preset points, please invoke Presets dialog box. Follow the following steps:
1. Select preset point dropdown list.
2. Type the time field.
3. Type the speed field.
4. Click up, down, left, or right to move the IP Fast Dome to specific position.
5. Click Apply button to set the position.

Groups and preset points

Preset Group Fastdome adjustment Auxdliary

Preset Point

Time (0~255).

Auto focus

Auto IRIS

Auto pan

E H O

F
ocC

Speed (0~255): e Focus  Zoom RIS

255 Speed = -

Chapter 12.1.1 PTZ Control Panel Instructions

Icon Function Description
Rotate the PTZ to 8 different directions including up
Direction Button and down, left and right, upper right and lower right,
upper left and lower left.
Moving Speed Select to adjust the speed of PTZ rotation (up to 7x).
. Select supported camera device type, ePTZ, PTZ,
Device Type auto focus, Fish Eye.
Preset Recall Up to 4 preset points can be recall instantly.
PTZ Preset Point Up to 128 preset points can be programmed.
Zoom+/- Adjust digital zoom in/out.
PTZ Auto Pan BEnable Auto Pan, MEDisable Auto Pan
Auto Focus Manual Focus +/- , Auto Focus AF
Auto lIris Manual Iris Far/Near, Auto Iris
Preset Point Setting Set auto pan preset positions.
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Chapter 12.2 On-screen PTZ Control

In full screen mode, click on on-screen control icon that can enable PTZ control by using a mouse. Use
mouse scroll wheel for PTZ zoom in and zoom out.

Ao focus

Auto IRIB

Chapter 12.2.1 Control PTZ via a Mouse

In full-screen mode, click the PTZ control button to control the PTZ on the screen. After enabling the mouse
PTZ mode, use the mouse scroll wheel to zoom in and out the PTZ.
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Chapter 12.3 On-screen Panoramic Camera Control

In full screen mode, click on on-screen control icon to enable panoramic camera control by using a
mouse. Use mouse scroll wheel for camera zoom in and zoom out.

e

ick the window to control
Use themousewheel to zoomin*and out

Drag the window at the panoramic view to adjust the ROl window. There are three mount types available -
ceiling mount, wall mount, and desk mount.

P

ROI Window

v

Chapter 12.3.1 Fisheye Control Panel Instructions (Ceiling Mount, Table Mount)

Icon Function Description
Location
= | Location Location: Ceiling Mount, Table Mount, Wall Mount
oot |
. R Mode Full-screen panoramic view
3R10 Mode Three ROI views and one panoramic view
50
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IE‘ 4R Mode Four ROI views

IEI 2R1P Mode One panoramic view and two ROI views
El 2P mode Two 180 degree views

(s 8R10 Mode One panoramic view and eight ROl views

“ Preset Point Setting

Provide up to 128 preset points storage.

Chapter 12.3.2 Wall Mount Installation
The wall mount mode is different in some split screens and angles, please refer to the following.

Icon Function Description
IEI 2R1P Mode One180 degree view and two ROI views
E 1WP Mode One wall mount 180 degree view

Chapter 12.4 Navigator Status Panel

System time

CPU load

Microphone status

Recording time
remaining

2014/07/22
23:25:59
D: 68%
CPU: 20%
REC

MIC OFF

Chapter 12.5 Control PTZ via our 3D Keyboard
Many Navigator functions can be activated with our 3D keyboards. Connect our 3D keyboard to a Navigator
host through an RS-232<->RS-485 adapter.

~DC-12V——+

GND

[ADAPTOR|

[ac]

@3 @
@4 5@

Foil e
12 1®

-

r="|

(BEHO

Keyboard 1

= System date

Disk capacity
remaining

Current user

First, enter the DVR/NVR control mode by pressing SHIFT and DVR.

D @

To use Navigator features, simultaneously press Navigator ID, DVR, and ENT.

Q.©.0
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To select a group, press and hold the monitor ID and MON before pressing the group ID and PRESET.

Chapter 12.6 Split View

To switch split views, launch Navigator and press the following icons:

16-channel 8-channel | Navigator ID+ DVR+ENT | 36-channel
9-channel 4-channel

To enter the 36-channel view, simultaneously press the Navigator ID, DVR, and ENT. The operation is the
same as operating a Navigator host.

Chapter 12.7 Control a Camera
For control a camera, simultaneously press the camera number and CAM buttons.
Example: Control camera #8

0
¢
e

PTZ and Lens control

' Tk l Zoom out
! Pan left -fl' Pan right
! Tilt up ! Tilt down
Zoom in Zoom out
Focus far Focus near
Iris close Iris open

Chapter 12.8 IP Camera ePTZ or ROl Feature

Several models of IP cameras provide ePTZ or ROI features. With the help of Navigator, you can use a
keyboard controller to access ePTZ or ROI feature.

Chapter 12.9 Switch between Navigator and Virtual MatrixMonitors

See Control PTZ via our 3D keyboard to use Navigator features.
Now you can select a monitor for Navigator.

@.©

Press button 1 and MON simultaneously to control #5 Navigator monitor.
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Chapter 12.10 Keyboard Playback

See Control PTZ via our 3D Keyboard to use Navigator features.

To access multi-channel playback, click the Step Forward icon to enter the playback mode.
To access single-channel playback, click the Play icon©.
In Playback Timer Setup, use the joystick to enter date and time. Press ENT button to search through videos.

Press ESC to exit and press ESC again to exit the playback dialog box. Below are the control icons to
playback with our 3D keyboard.

Option Icon Description

Pause Pause playback.

Play @ Start or continue playback video.

Fast Forward © Fast forward the playback video.

Fast Rewind @ Fast rewind the playback video.

Stop @ Stop playback and return to playback menu.

Select various split display modes on live and playback monitoring.

Chapter 13 eMap Manager

eMap is an application that can manage devices such as IP camera, IP Fast Dome, and DVRs/NVR on any
maps. With eMap, user can easily locate a particular device on a map. Launch eMap Manager in
Navigator—eMap Manager.

Chapter 13.1 Access eMap

Alarm Snapshot Camera Location Multi-screens Map List

=

Alarm Display Camera Video
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Chapter 13.2 Find Devices ‘
To find a device within eMap Manager, go to View—Find or click the Find Device icon+’, and a list of found
devices appears at the bottom right corner of the screen. Choose any of the found devices.

Chapter 13.3 PTZ Control Panel
To control PTZ device, double-click a PTZ device, and operate PTZ function on the PTZ control panel.

Iris  AutoIris PresetPoint

oo Cc ME

Focus Auto Focus Auto Pan

Qe C CO

Chapter 13.4 Toolbar

The icons from left to right are described as follows:

Option Icon Description

Device list = Display thedevice list.

Find device pe Switch to the Find Device panel.

Refresh ff; Refresh the map and device information.

PTZ control nl Switchto the PTZ control panel.

Edit PTZ control Supports 4 basic presets.

eMap edit mode @@ Add or modify devices on the map.

eMap control mode For PTZ control and live monitoring mode.
eMap alarmswitching mode @ Switch to the map where an alarm is detected.
Division (C) Switch to quad screen in eMap Manager mode.
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Chapter 13.5 eMap Alarm Options

Continuous snapshots: the number of continuous snapshots is taken for each alarm.
Alarm snapshot interval (sec): the time interval between photos to be taken.

Alarm video output time: triggering interval between alarm detections.

Number of snapshots stored: the buffer size for storing JPEG snapshots.

Alarm Snapshot

P o v
#006 S5t
15:5L:41

Cam 040: 15:51:45

Continuous snapshots: 1 ~

Alarm Snapshot Interval (sec): 5 w

Cam 040: 15:52:06

Alarm Video Output Time: 10 ~

o

Mumber of snapshots stored: 10 P e

Chapter 13.6 Add a Map
To add a new map, go to File-> Add Map. Or you can press the New button at the top-right corner. Select the
JPEG map file representing the installation site and enter map name and location information.

Map

# Mame Description
1 Airport Airport
2 Bridge Japan
3 FloorPlan1l  Rooms
4 Ol Plant New Orleans
5 Train Station Europe
6 Hightway Los Angeles
[ New ] [ Delete ] [Prm:»e_rt\-I ]

To delete a map, select the map in the Map List, and go to File -> Delete Map or click Delete at the top-right
corner.

Click Property to change the name and location of a map.
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Chapter 13.7 Add a Device to the Map
To add a device to a map, switch to the eMap edit mode before you drag-and-drop a device from Device List
to its associated map. You will see a check next to the name of the added device.

Chapter 13.8 Delete a Device from the Map

To delete a device from the map:

1. Select and right-click the device.
2. Select Delete Device.

Or, uncheck the device in the device list.

Chapter 13.9 Modify a Device

To modify a device, go to Edit—Device Property or right-click a device and choose Device Property. In the
popup dialog box, you are allowed to make changes to several configurations, including display color and
camera coverage.

Device Properties

Camera Name #0057 | OK

IP Address 192.168.8.247 Cancel
Port B0

Set Text Color = G /

B Enable Visual Angle ==l

I 30
I 100

The circular shape on the right of the Device Properties window allows you to control the direction and angle
of a camera. Click and rotate the camera view control clockwise/counter-clockwise to change the camera
angle and move the two scroll bars at the bottom to adjust camera coverage.

Chapter 13.10 Find a Device

You can easily add DVR, DVR camera, or IP-based devices to different maps. However, finding a particular
device for video playback can be difficult and time consuming. eMap Manager provides easy access to any
device you want to monitor. Click Find Device #, or go to View—Find in the menu bar. A list of all devices in
all maps will be shown at the bottom-right corner of eMap Manager. Double-click a device in that list for eMap
to automatically switch to the map and show the device as well as its live video.

Find
£ Name Location
1 Cam001 Airport
2 Cam 007 Airport
3 Cam013 Airport
4 Cam 002 Airport
5 Cam039 Bridge
6 Cam 048 Bridge
7 Cam 053 Bridge

Search |
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Chapter 13.11 Alarm on eMap
If a motion or digital input alarm sent by Navigator is detected, the camera will start blinking on the associated
map, and the live video will be displayed, too.

Chapter 13.12 Quick Map Reference
In the eMap edit mode, drag any map from the list into the map view. This allows quick switching from one
map to another by clicking on the map thumbnail.

Chapter 13.13 Alarm Control Mode & Switching Mode

In eMap Manager, it is possible to switch quickly and frequently between maps and videos. A user can
manually double-click on the camera icons for its live video. There are up to 4 windows that can be opened at
same time. When switching from one map to another, the video window(s) will be closed, and previously
opened video(s) will be played automatically in the map that just opens The feature is very useful if you need
to open the maps frequently

- Map
2 Japan
TR —
Los Angeles
5 OiPant New Orleans

& TranStation Europe

In the alarm switching mode, videos will appear on the associated map while an alarm is received. The videos
will be shown in a pop-up window to attract your attention.
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Chapter 14 Web Server

Navigator can work as a web server to stream live video. To enable the service, go to System
Settings—Network and enter the HTTP port you want to use.

System Settings

System Settings Grouping Schedule Recording Time MNetwork  Failover
Add network drive

Local Host Mame Daniel Rec Server

B Streaming Server ["JEnable IPvi Mapped drive of NVR software PC
Listen Port 8021
HTTP Port: 8080 Drrive: -

| HTTPIPVALink  hitp://192.168.3.20:8080 | Seeme
HTTP IPv6 Link: Disable Password Apply
Status: T -
IlOK Apply _Drlve MNumber | Free Space |
HTTP Timeout: 5 v| Mo 98% 931.4GB
HOST IPvs: 192.168.3.20 RN 000 0900z00Z000 |
Flm [ 5% zmasce
NAT IP Address: 192.168.3.20
NAT Command Port: 8080
NAT Streaming Port: 8021 Remove Drive
[_]Enable SDDP Broadcast Apply DDNS Browser Setting
GUID: 200 et el @00 e J AT

Then, you may either click JAVA 8080 HTTP web connection mode or copy the link to the address bar of your
Internet browser to view the video.

D~ G X || @ MeiniNINOMX 36

Note: 1) HTTP streaming may require username and password.
2) Only support IExplore web page.
3) The Win10 8080 Port java webpage has been eliminated, and this function is no longer maintained.
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Chapter 14.1 8021 OCX Web Page Browsing Connection Mode
The OCX web page default is Port 8021, you can also connect and view it through a web browser from other
locations within the local network.

For first-time users, the ActiveX must be installed, simply follow the instructions and proceed with the
installation by clicking on "Next."

Chapter 14.2 Edge Enables IE Compatibility Mode

The OCX component originally only supported IE mode, but now the new Edge browser also enables
compatibility mode. However, you need to access the advanced settings to enable it.If you do not configure
the compatibility mode in advance, then you will only see a black screen without any prompt to install the
ActiveX component.

Settings

6

Internet Explarer compatibility

Make lega: es work in Microsoft Edge

Rllow sites 10 be refoaded in Intemet Explorer made (IE mode)

Internet Explorer macde pages
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Chapter 14.3 NAT Port Setting
When the Navigate LAN server IP wants to share the connection of the external NCC central control network
server, it needs to be forwarded through the NAT port before it can be opened to external connections.

®  NAT IP Address: The host IP address
® NAT Command Port: The host shares the HTTP port externally
®  NAT Streaming Port: The host shares the monitoring port externally

System Settings

System Seftings  Grouping Schedule Recording Time Network Failover

Add network drive

Local HostMame  Daniel Rec Server
B streaming Server [ Enable IPvé Mapped drive of NVR software PC
Listen Port 8021
HTTP Port: 8080 Drive: ~|
HTTP IPv4 Link http://192 1683 20-8080 N
HTTP IPvE Link: Disable Password Apply
Status -
oK Apply Drive Mumber | Free Space
HTTP Timeout 5 ~] ™ o
HOST IPv4: 192.168.3.20 v | CFa

Fn
NAT IP Address Ny -
NAT Command Port: 8080
NAT Streaming Port: 8021 Reimdis Do

("] Enable SDDP Broadcast Apply DDNS | Browser Setting

GuID: 20 - - . - =]

Chapter 14.4 Apply for a DDNS Account

Click on System Settings->Apply DDNS -> Enter the Account and Password, and then click on Register.
To log in to the DDNS account on the mobile device and connect to NAV, please click on Verify. The cloud will
verify the DDNS registration record of the mobile device, and then you can use the PNS2.0 push notification

function.

System Settings

System Settings  Grouping Schedule Recording Time Network  Failaver

Local HostName Dl siCin DDNS Setting
B streaming Server (CJEnable IPv6
Listen Port 8021

HTTP Port 8080
HTTP IPv4 Link: http://192.168.3.20:8080

HTTP IPVE Link: Disable

Status;

0K

HTTP Timeout: 5

HOST IPvd: 192.168.3.20
NAT IP Address 0000

NAT Command Port: 8080
NAT Streaming Port 8021

 —
[CJEnable SDDP Broadcast Apply DDNS

CUID:  EEEEEL PP O
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Chapter 14.5 NAV Cloud Push Notification Setting
Alarm Management -> Alarm Output -> Select APP Cloud Push Notification.

‘®

DisplayRecord

8 Actvate this devic

Name Cam 002
Channel Location
Device Type NVRIDVR-H254

Channel Cam 003

) Auto import NVR

StreamingMode  HD Streaming

Record Mode Record the main stream

Network

IPIDNS ..
HTTP Port (ex 80) 8080
Omif Port (Optional)
HTTPS Port (ex. 443)
Videa Port
Usemame admin
Password e

Camerai485 1D 1

18 Synchronize Time with PC
[ Low bit rate client and server cannection

Reboot Device

Detedt

Import

Apply

Launch Browser

Preview

Find Device

Assign e Recording Disk

oNvIF
Device Type
Aarm input (DI)
Relay Output (DO}

WP Cam
1

Video

Alarm Management

8POSIDSD

ANPR Group Sefing

Advance Privacy Maski0SD

oK Cancsi

Alarm Management

Condibon#1 Conditons2

Alarm Input Management

) Remale Digtal input
8 Remote Molion/ Tripwre Detecion
() Extemsl 10 Devics
() Mobon Detection
) NAV CGl Trggering
() Video Loss Detection
() ANPA Detection
ORCode defection

B it Bk Msartion
Options

8 Enable Alarm Input (D)
] AND LogicAlarm Notfication

Detection Dwell (Sec) 1
(] Use the Nol Logic

Conditon=3 Conditon=4

Alarm Output (DO)
(0 Alam Snapshot

B NCE TVAWal AZK
() NCE EMap Center Alom
[0 NCT Play Sound

() NCC Global Alm Setting
(0] NCC Alstm Mansgemant

Pre-alarm Dweil (Sec)

‘Adarm Output Dwell (Sec)

Others:

Alarm Notification Schedule

W OQEnable
Ciose

1 L

5

‘The Next Alarm Output Dwell Disable

(in)

Apply Cameras

Apply Al Schedule

Chapter 14.6 Add NAV Device to the Mobile APP

Devices -> Manually Add -> Enter the device account, password, and IP address to connect.

Playback

Paid Service

View Setup

Settings

Help

Devices

Manually Add

Device Table

61

Manually Add

IP/DNS :

Port :

Name :

P2P mode
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Chapter 14.7 Enable Alarm and Device Push Notification in the Mobile APP
Settings -> Enable Alarm Events -> Select Device Push Notification (NAV Host)

Settings - Select alarm devices

Backup to the cloud

. Restore from the cloud
aybac 120 fps

Notifications

Events Alarm Events 3 P2P NVR

Select alarm devices 5f-dhd DVR 4CH
Paid Service

— Streaming
Allow Notifications: Server

View Setup
3.126 NVR
Alarm Snapshots

Devices
Video/Audio

Full HD:

Auto Fit Video .
DANIELAPO

Window Division:

3 PC

Chapter 14.8 NAV Confirm Mobile APP Connection
Return to NAV and apply for a DDNS account -> click Refresh -> you will see “mobile verification successful”.

Settings

: Auto Fit Video:
DDNS Setting

Enable PNS2.0 Window Division:
DDNS Information

DDNS Account | Network

ongramod [ @) Diglal Output Dwel Seo
= - (Lock):

Check |4 N

Subscription value-added features:SNAPSHOT alert image upload

Verify F_emﬂ Format:

About

Language:
Gravity Sensor

APP ID: [6eg0}-

Version: 1.0.124(2) May 22 Al
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Chapter 14.9 Al Event Alert Cloud

Al Event Alert Cloud provides Al camera photo push notification and is stored in the Event Alert Cloud. Users
can use it in the cloud or LILIN Pro app. To access the Al Event Alert Cloud, please Vvisit
https://event.ddnsipcam.com

Chapter 14.10 Mobile APP Push Notification for Events

When the NAV channel alarm is triggered, the mobile APP will receive a push notification, and the complete
event list can be seen in the APP Events.

2 17:02:29
DANIELAPO #004 #04
Remote motion detected

Playback

0 16:51:27
DANIELAPO #004 #04
Remote motion detected

Paid Service

16:49:40
DANIELAPO #004 #04
Remote motion detected

View Setup

Devices
16:47:41

DANIELAPO #004 #04
. Remote motion detected
Settings
16:47:00
#04

Note: Currently only supports IOS mobile phones push notifications.
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Chapter 15 Database Manager
Database Manager can generate user log report and event report. In addition, this built-in feature allows
database import, export, and repair.

Bl Database Manager

e W Q& e O <> R oo

Behavior Object Name: Main Color License Plate Plate Color Country

Prohibit zone

2024/03/19 16
404
16:44:02

Item Icon Function Description

User account login record, local or remote playback, and device
User Log Report
modification.

Device alarm events are triggered, such as electronic fences, cloud
Event Report o ) )
push notifications, and motion detection.

POS Event Report The cash register or backend sends POS text record report.

1R EE

Allow list, deny list, custom list, country and license plate record
ANPR Event Report
report.

Object Counting Report Camera object counting record report.

Health Record Report Heartbeat and breathing health information.

Access Control Record

Report Door station triggering alarm event record report.

Al Recognition Log Al behavior and object intelligence recognition record report.

P E S EE G E

Report

Customize a specific recording time, and annotate and mark it (the
TAG Report _ _ _ _ _

marked time period will not undergo recording recycling).

Host health status, including CPU, RAM, NET, DISK, or more
NAV Status

detailed information.

4.3 . I

GPS Report ".‘ GPS satellite positioning record report.
Face Report Allow list, deny list, custom list, and face recognition record report.
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Server Report Local or remote connection events.

The system import all parameter settings, such as license plate,
Import Database »
face recognition, e-map, etc.

The system export all parameter settings, such as: license plate,
Export Database »
face recognition, e-map, etc...

Export Log Export records reports for various events.

Convert alarm records into a line chart for data analysis over
Statistics o _
specific time periods.

Refresh Database Refresh the database to retrieve new events.

Search Settings Advanced search settings.

EEEEDNDE

Chapter 15.1 Al Export to IVS Simple Chart

Al recognition database can be easily exported, including object type, object color, countries, automobile
brands, license plate background colors, behaviors, etc., for IVS statistical charts.

g B8 ® O & ¥ O cczmm-> B o

Device Name Behavior Object Name
Cam 007 Prohibit zone Person
Cam 007 Prohibit zone Person

Prohibit zone Motorbike

Prohibit zone Car

Prohibit zone Car

Tripwire / Traffic flow AT Ouipy Fites
Cam 007 Prohibit zone Van
Cam 007 Prohibit zone SN C:\navusers\CHX38108 ReportAT\2023081 .,

6 Cam007 Prohibit zone Person -
Cam 007 Prohibit zone Bus
Cam 007 Tripwire / Traffic flow Car
Cam 007 Prohibit zone Car
Cam 007 Prohibit zone Car
Cam 007 Tripwire / Traffic flow Car Cox Cancel

Osyrowr  Osywesk  Osybate
Ofotal

Please Select Comparison v

Chapter 15.2 System Doctor Advanced Information
Provides more detailed monitoring of host and network usage status and resource usage functions.

System start time: 2024/06/18 11:19:46
&), Last HDD Recycle Data Time: 2024/06/14 14:57.00

CPU:11/30, Idle: 89, Performance: 113
system RAM 9/15GB, NAV RAM:103MB, NetStreaming server RAM:S2MB
channel connects:2-0, channel recordings:2-0/0-64
videoloss channels: 0
Network avg received:155Kbps, queue:0, flow: 2/max353Mbps, busy
count0

Network{1]-{Queue: 0/Trans:2/macessnbps]

Network{2]:—

Remote Client connected: 19-0, Live:18, Playbackd
Remate client read OKbps, write:0Kbps, real out:OKbps,
Free Diskc2633G8, Total Diskc2734G8, avg record:157KBps
Current Recard diskE:

Disk E[Avg. Trans:0ms,/Queue0/Usage0%]
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Chapter 16 Multiple Monitors
Multiple monitors support is a native feature in Windows 7 or higher. This feature allows you to view different
applications of Navigator on separate monitors.

System > Display

Note: 1. NVIDIA standard two graphics cards support up to 4 outputs (Attention! The more channels, the
more CPU resources are consumed)

2. The latest Windows 10 version 21H2 and the new graphics card driver can support up to 6
outputs. For more information, please contact the original manufacturer technical support.

3. When there is an external NVIDIA graphics card and the motherboard has Intel built-in graphics
card, it is recommended not to mix the screen output, and use the external graphics card as the main.

Chapter 16.1 Navigator Multi-Screen Matrix Output

The Navigator can support up to four screen outputs, including one main monitor and three sub-monitors.
Once the display card is properly installed, click on “Multi-monitor output” to display all connected and
detected screens.

Once all the screens are properly connected, please click “Identify Monitor” to display the respective
number on each screen.
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R Monitors Seming Dislog %

Main Wonitor
Dataut grouping

i Giouping
Dataul window dutsion

Aulo minimize when system starts
Full screen mode ater repoot
Low CPU usage mods

Alarm ACK Manitor

Tkl R -2iE 2L

Enadle 22 Uoitor

Qusddsplay  Detault group Sequence  Diision Low CPU ussge
e mace

E! I ~ Main Grouping

214 ~  Main Grouping

4 ~  Main Grouping

R 'R ] %
B8 8 *
R % ] R

a4 ~  Main Crouping

The multi-screen output function is detailed below

Quad display: Navigator can squeeze four 36 channel views into one large LCD screen
Default group: the group to be shown on the main monitor.

Default window division: the default number of split views.

Auto minimize division: auto minimize division.

Low CPU usage mode: enable | frame to reduce CPU load

Alarm Ack Monitor: Customize to display alarm acknowledgment main monitor or sub-monitor.

Chapter 16.2 Alarm Acknowledgement
You can cancel the alarm acknowledgement on any screen that displays an alarm image. Before you manage
the camera, you must first click confirm to clear an alarm.

Select this button to clear
this channel.

ARRRNRRRRRS .
Q N

ALVRRMRRS =" '
e}

-

& N CCUUCLERRR

Main Monitor Alarm ACK Monitor

Note: To enable the acknowledgement function, click Alarm ACK in the alarm output management list.
Chapter 16.3 Notify Navigator on Another Computer

Third-party software can enable or disable videos on the alarm acknowledgement monitor using the CGI
commands provided by Navigator. See HTTPAPI.PDF on our website for more details
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Chapter 16.4 Navigator Software 2x2 Video Wall

Four of the six monitors supported by Navigator can form a 2x2 video wall.

Go to Control Panel—Display—Screen Resolution to combine four 1920*1080 monitors to create a
3840*2160 resolution video wall.

System > Display

oy )

EPU: 1%
REC

MIC OFF
MUTE
admin
DAY 12¢

After you finish with the settings, a 2x2 icon will appear at the top-right corner of Navigator, which supports
three windows consisting of thirty-six split views and one eMap view.

Note: The Windows main screen display must be set in the upper right corner to properly display the 2X2
position
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Chapter 17 Retail and Distribution Business Solutions

When connecting to a Point of Sale (POS) terminal ready, Navigator can retrieve POS transaction data, which
will be displayed on live video and video playback. Navigator also provides smart transaction search for
specific video clips.

Chapter 17.1 Retail POS Application

Navigator listens to the ASCII output of a POS system via an RS-232/COM serial port. Check if your POS
LCD or printer is compatible with ASCII or printer output for ASCII data of your POS system. Consult your

POS provider for more details.

A

o | —4 e\ RsRen RS-232
e L =
q lonitor 2
P Navigator
Navigator
— RS.232

Please refer to the figure below to connect RS-232 RX/TX wires, a POS register/terminal, and Navigator host.

—
e . {EEH ‘ Navigator
|;=‘ T b (—
i [HERY T | T
t ] i i
il g °°°
POS terminal o LIS Printer/LCD

To connect more than one POS terminals, add more RS-232/COM ports into the Navigator host.

Chapter 17.2 POS Connection via TCP/IP for Retail Business

Navigator can connect to an RS-232 POS system through the network using a CYT-100SC RS-232 to TCP/IP
converter. The driver disk enclosed in the box of CYT-100SC provides a RS-232 to TCP/IP conversion driver
that allows you to establish a virtual COM port on a Windows-based PC. The virtual COM port can be adopted
by Navigator to communicate with the POS system.

Chapter 17.3 POS system and Navigator Connection Test

POS
% %
TCPAP

—
..... 5/R RS-232 TCPAP Lot

CYT-100SC
RS-232to TCP/IP
POS Printer Converter

Navigator

R8-232

After establishing the connection between the POS system and the Navigator host, please use HyperTerminal
or other applications with the same function to test and verify whether the Navigator can capture the POS data

After the connection between the POS system and the Navigator host is established, use HyperTerminal or
other alternative applications to test and verify whether the POS data can be captured by Navigator.

Apple 51.3
Coke 513

Subtotal 52.6
Cash $10.00

Change S57.4

Carvected 0 0023 e 1P s
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Chapter 17.4 Link POS to a Camera Channel

To link a POS system to a camera channel, click Properties and choose ePOS/OSD to open the POS
Setting dialog box.

In POS Setting, please specify the following information to capture POS transactions.

0SD View Setting 1 ~
08D View Number 1 ~
1
Printer Type: Serial Port v
Device Empty
Mapping Camera: Camera 115
POS Hodule: NONE
COM Port Empty ~
9600,8,None, 1
Input Device Normal v
POS Text
Foree Carry Return Empty &
TextAlignment Bottom right comer
Line Size: 16
Keep Time 30 Seconds ~
Font Setiings Replace Setting Cancel

® OSD View Setting: the setting can arrange the POS OSD (text) on top of the camera.
® Force Carry Return: For some of the POS printers, these printers might output 80 characters
without carry return. Force Carry Return setting is to force carry return into NAV recorder.

Once the above information is set correctly, Navigator will capture and display POS transactions on live video.

HEETN

0

~ AREE
*Sdv. %, a : 1
] &5 REQUESTED A

.

0000000000
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Chapter 17.4.1 POS Replace Setting

Replace setting is to replace the captured POS text, see picture below:

POS #1 Replace Setting X
Date:March 1, 21 Rploce [l
Cokex 1 NTD: 20 :::nm @) string Hex BX: FO;32;FF;08
Batteryx2  NTD:100
Subtotal: NTD: 120
Total NTD:120 28

o

®  String: The setting is to replace the captured “POS#1” wording from the POS machine with “My
Camera”. A user can enter “POS#1” in the “Find what” field and enter “My Camera” into the
“Replace with” field.

® Hex: The setting is to replace the captured POS hex token from the POS machine. For EPSON
printer, the ASCII: LF (oct) and hex (0OA) is the carry return for the printer. A user can filter out the
token “0A” in the “Find what” field and enter “’(space) into the “Replace with” field.

Chapter 17.5 POS Transaction Playback
Navigator supports video playback with associated onscreen transaction data. When you choose a POS
transaction entry of any time, the video clip of that transaction will be played from that time.

Chapter 17.6 Search POS Transactions

To search a particular transaction entry such as amount of product, product name, subtotal, or total, you can
enter search keywords in the Condition search box. Transactions containing the keyword will be displayed on
the screen. You can click any of the search items to playback the videos.

Chapter 17.7 Scanner Connection for Logistic Business
Barcode scanners are widely used in logistic business. When connected to a PC via a PS/2 connector, this
device works as an input tool that reads numbers of 0—-9 and sends the information to Navigator.

To use a barcode scanner in the transaction process, connect the scanner to the PS/2 port on your PC and
choose Barcode Scanner in POS Setting. Information read by the scanner will be sent to this camera. Only
one barcode scanner can be connected to one PC.

To search for data corresponding to the barcode scanner, refer to POS Transaction Playback and Search
POS Transactions for more details.

Chapter 18 Mobile Device Support

To meet your mobile surveillance requirement, we provide a mobile version of Navigator that
supports iOS and Android devices. You can download IPVideo in App Store or Google Play for
your iPhone, iPad, and other Android devices. (Please refer to the user manual on your mobile
device for more information.)

)
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Chapter 19 Navigator Software Streaming Client & Server

Navigator’s built-in software server allows video streaming to Navigator clients. Live streaming to clients may
reduce CPU load of the IP camera.

D125FPS

NAV Server
PS

FullHD

Local NVR recording

H.264 (Full HD * 25 FPS)

Chapter 19.1 Navigator Streaming Server

To enable the streaming function of Navigator, you may either check Streaming Server in the Network tab in

System Settings
Navigator—Streaming Server.

Navigator MStreaming Server 64 Bits

B and specify the port number therein, or go to Start—All Programs—

Chapter 19.2 Navigator Software Streaming Client
To connect to a Navigator live streaming server as client, click Properties and select Navigator Live Streaming
from the drop-down list in Device Type. Then, enter the IP address and port number of the Navigator

streaming server.

DisplayRecord
18 Activate this devic
Name

Channel Location
Device Type
Channel

Streaming Mode
Record Mode
Network

IPIDNS

HTTP Port (ex 30)
Onvif Port (Optional)

HTTPS Port (ex 443)

Cam 115

LILIN IP Camera v
H.264 AVC IP Mini Dome

IP Camera

NVRIDVR-JPEG
NVRIDVR-H264

DVR 2BI2C Series
AHD/DHD Series
Third-party AHDIDHD series
NAV USBIPZP Live Streamin,
NAV-JPEG

NAV JPEG Poster

Low Bitrate IP Camera

Low Bitrate DVR Camera

Manual
Third-party IP Camera
Manual RTSP

£+ Camera Scttings#115

Preview

Detect
Setting

Import

hannel

1FPS

X Find Device

Snapshot Device —

Assign the Recording Disk
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Chapter 19.2.1 Navigator Firewall Mode Setting

When the Navigator MStreaming Server opens the port, the user can add or modify the black and white list to
block the connection of the device outside the specified IP or IP location range, which can improve the
server’s security and loading.

Firewall Setting X Add or Modify IP list

Allowed List| R¥d Assign IP Address To Compare

Q) This IP or Subnetwork

M teried i [

IP Range:

@ This IP Address Range

TO

Chapter 19.2.2 Navigator Service Settings

By using the tree diagram management, the host can connect to more than 4,000 NAV recording hosts at the
same time, and manage more than 60,000 various connected devices. Through the internal network or
INTERNET connection, real-time monitoring, management, setting and information storage of the remote
NAV recording host can be performed through simple settings. And it can live display and analyze NAV
recording host and equipment real-time image, video data, running status, operation information and various
alarm 10/GPS/POS/license plate information.

Note: Make sure that each NAV host has our Navigator and Control Center installed.

1. In the lower right of the computer toolbar, click on Streaming Server 64 bit and then left click on it.
2. Click on Settings and click on Service Configuration

(@] Navigator MStreaming Server 64 Bits

Navigator Mstreaming Server 64 Bits

09:59
L 2023/6/7
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Check Enable Navigator Control Center

Select Server " Control Center Service | .

Select Service Type: Navigator Control Center service
Create Chinese/English Verification Code and Service Code
Click on Setting

Nookow

"Easy Mode" is checked by default, and the verification code and service code are skipped. Just login the
account and password, to connect to the central control tree diagram device.

Senvice Configuration

Li Easy Mode

® Auto Configure: When the Easy Mode is turned on, directly click "Auto Configure", and it will
automatically be carried into the open server center mode, Control Center TVWall screen mode, and
parallel permission mode

Chapter 19.2.3 Navigator Screen Capture Streaming Setting

Open the screen capture streaming server settings, to provide other servers capture real-time desktop images

Enable Screen Capture Streaming: Open screenshot streaming server settings.
Enable Intel GPU encoder: Enable Intel CPU software decoding function.
Enable Nvidia encoder: Enable Nvidia GPU hardware decoding function.
Image Quality: The higher the quality, the more refined the picture.

Max Frames Per Second: Channel picture refresh rate per second.

Monitors to capture: Select the monitor to capture.

Setup Screen Capture

Monitors to capture

v B v S
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Chapter 19.2.4 Navigator Setup Receiver
The mobile app Phone Cam supports real-time video uploading to NAV. It can be used to transmit recordings
and store video recording immediately in the event of a fire or traffic incidents.

Its main features include:
®  Supports Android, iPhone mobile phones.
®  Supports up to four mobile phone connections.
® Fast upload to server for live image refresh.

Chapter 19.2.5 Before Start Using the Navigator Mobile Phone Receiver
Please search, download and install the " Phone Cam ; app from the mobile app store.

Phone Cam

50O+ £

Install on more devices
[6 Thisapp is available for all of your davice

Chapter 19.2.6 Navigator Server Setting

1. Lower right corner of the desktop -> Open Mstreaming Server

Navigator M5treaming Server 64 Bits
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2.  Setup -> Set Server -> Select Server01 : Public Server -> Check " The device is in use J .

Setting

Device Name|Serial Number of the Phone|Usage

B ader]

Note: Public Server represents public images.

3.  Set NAV channel to NAV JPEG Poster connection mode. (Server001 is the default public images.)

B
"®
o]
a
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4. Later, an exclamation point icon will appear in the JPEG Poster mode connection, which means

success.
If you want to replace the idle picture, please go to the directory and replace

C:\navusers\defaultposter.jpg.

5.  Run the mobile app "Phone Cam" and click on the center of the screen to capture real-time images
B if the NAV receives the feed successfully, "Connection successful" will be displayed.

il B =830

192.168.3.20

Serial Number

Ny
WARNING ! N
Con {[e]

n successful
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6. NAV will receive the live image feed from the mobile phone and automatically record the video.

A )

7. Return to the server settings, you can see that the Public Server has a group of mobile phones
currently connected. Since it is in public image mode, If too many users' mobile phones are
connected to transmit back to NAV images, confusion may occur.

M siEERS

EATFEIEER AN

Xiaomi+2107

8. Set NAV channel to NAV JPEG Poster connection mode. (Server002 is private images.)

BT BE
B BRLEE
BEASEE Cam 002
FRECHEIE,
FELEE NAY JPEG Poster v T
HE# Server 002(Disable) ~ I
Server 003(Disable) i
Server 004(Disable)
BEETES Server 005(Disable)
R ISR ~ | 1FPS
g
S 127.0.01
HEEIE (ex 80) 8021 X SHES i
# 80
B : TR
HTTPS Port (ex 443) 443
SimiEE 6021 BENEE R i
EREEHE admin ONVIF ePOSIOSD
S essnenee y
= | Gt e an s
HERIEEL485 1D 1 RS (D).
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9. Return to the server settings, select the connected mobile phone and save the server information.

vate Server Disable

[ The device is in use

Device00: Name:X I Save the server information |

# Device Name|Serial Number of the Phone|Usage

i ¥ b

elete adevice

11. The POS database can query historical records.

< EEm - (b EmEm
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Chapter 19.3 How to set Mosaic TV Wall
In second group, please set the service type to Navigator TV Wall service, select Setting and TV Wall set up is
complete.

When host has multiple monitors, one server group can only set one Mosaic TV Wall Server, assuming there
are 2 monitors, server group 3 have to set second group monitor.

X
Parents
03: TvWall Service #1 v I
Service Name iTVWaII Service #1 J [
Service Type Control Center MosicTYWall v
| #1: Position(0, 0), 1920*1080 v l‘
[ Auto Load TW W8
[0 Con e Setting Delete

Service Configuration

Een nte

DANIELAPO SF
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Chapter 19.4 Auto set TV Viewer Setting

Check Auto set TV viewer setting, Mosaic TVWall is automatically evoked when Control Center is turned on.

Note: You may set each TV Wall server group to automatically evoke or not.

Service Configuration

Easy Mode

Chapter 19.5 Easy Mode

Check Easy mode and apply Auto Check, will automatically skip verification code and service code, this will
enable to import Control Center Service and TV wall mode easily and quickly, click on Setting to complete
easy setting.

Note: When a main host has many monitors, will automatically be carried into all present connected screen
settings.

Service Configuration

Control Center

Chapter 19.6 Easy Mode Advanced Function
® Lazy Sync Target: Easy mode, automatically synchronizes the target.
Lazy Auto Sync initiator: Easy mode, automatically synchronizes enable.
Allow automatic provision of services: Allows automatic service activation.
Allow remote ctrl to reboot NAV/NCC system: Allows remote reboot of the NAV/NCC server.
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Chapter 20 Automatic Number Plate Recognition (ANPR)

Navigator Al Number Plate Recognition (ANPR) can support features including denial list and allowed list for
gate control automation or city surveillance purposes. The purpose of denial list is to prevent unauthorized
vehicles entering an area, thus the system can pop up a window for alarm notification, whereas allowed list
can provide access to the area by opening the gate. Our Navigator ANPR license plate recognition can also
set exclude list to increase the recognition rate.

Features of Al Number Plate Recognition Engine

Support up to 1080P resolution at 48 FPS.

Support 2/4/6/8 channels recognition via Navigator.

Each channel can recognize up to 6 car plates.

Support group denial list, allowed list and exclusion list setting.
License plate character size and license plate character length can be set.
Support real-time and video playback identification display.
Support for license plate JPEG snapshots.

Support our 10 Box interfacing external devices for gate control.
Support database synchronization for denial list and allowed list.
Support up to 200 km recognition speed.

Support HTTP SDK integration.

Support Navigator.

Chapter 20.1 Before Using This Al Engine

Please read our IP camera user manual for operating the camera. This user manual only focuses on the Al
Engine feature of the software. Al Engine software is a demo program that allows you to verify recognition
results, after our Al Engine is properly installed.

Chapter 20.2 Caution

Do not use the number plate recognition system with the gate or barrier control for vehicle speed over 10KM/h
or 6MPH due to recognition rate limitation. This will cause a vehicle crash or accident to the gate or barrier
control.

Chapter 20.3 Windows Version 10&11 Cycle Data Table
Different Windows versions may not be able to upgrade the code. It is recommended to download and install
the latest code and Win 10 professional version from the Microsoft website.

System | Version Official code Release date

Win10 21H2 21H2 2021/10/05
Win10 22H2 22H2 2022/10/18
Win11 21H2 22H2 2022/09/20
Win11 22H2 22H2 2023/01/20
Win11 23H2 23H2 2023/11/11

Format : [ll] Old version is not recommended [_] Old version,still supported Standard Version

|:| Standard version . The latest preview version
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Chapter 20.4 Windows Version Corresponding Graphics Card Series
It is recommended to use the latest version of Windows code, so no need to worry about matching graphics
card driver version.

Standard Video Card Compatible With Windows Version
NVIDIA Chip Windows 10/11 | NVIDIA Graphics Card Model No. (Supports super*Ti)

architecture

Pascal V. 1607or later

Turing V. 17090r later | 16 Series:GTX1650&1660

Ampere V. 1803or later

Ada Lovelace V. 21H2or later

Format : . Graphics card is not recommended |:| Minimum specification 2CH
. Standard specification 4CH . Highest specification 8CH

Chapter 20.5 Install CUDA driver

The current Al version is 11.2. Before using Al Engine, remember to install the CUDA 11.2 installation file first.
It is recommended to update the graphics card driver to the latest version, usually with a backward compatible
version number.

CUDA Toolkit Minimum Required Driver Version for CUDA minor version compatibility*

>=517.40
>=461.33
>=441.22
Format : . CUDA Discontinued version . CUDA OlId version . CUDA Latest version

Chapter 20.6 CUDA Version Compatible with Graphics Card Series
Use the CUDA version with compatible graphics card series, otherwise the Al Engine system will not work

properly.

CUDA Version and Graphics Card Combination

CUDA Version Graphics Card Series NVIDIA Graphics card model (Support super*Ti)
CUDA 10.2 16 Series GTX1650&1660

20 Series

CUDA 11.7 Quadro Series

Tesla Series
30 Series
40 Series

Format : [[]]Notrecommended [ |CUDA10.2 [] CUDA11.2 [[]] CUDA11.7
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Chapter 20.7 OpenVINO™ Compatible with GPU Model Series

If an Intel integrated GPU is used, our ANPR Al series products have a built-in OpenVINO™ driver. After
installing our ANPR Al series, please enable OpenVINO GPU in the system settings.

The CPU i7-level is recommended, must have a GPU internal display to enable the OpenVINO function.

Intel CPU code explanation:
®  Suffix letter K: High performance overclocking and support internal display at the same time.
®  Suffix letter F: No internal risk.

Note: OpenVINO is no longer supported.

OpenVINO™ and GPU Model Series Combination

Intel Mode Intel GPU
17-8700/K UHD630
17-9700/K UHD630
17-10700/K UHD630
17-11700/K UHD750

Format : . Not recommended |:| Supported |:| Recommended Specification . Latest Specification

Chapter 20.8 Al Engine Compatible Graphics Card Series
To use the Al Engine version, the compatible graphics card series must be used, otherwise the Al Engine
system will not work properly.

Al Engine Version and Graphics Card Series Combination

Graphics Card Series Al EngineVersion

20 Series Al Engine 1.0.7.152

Format : |:| 20 Series Graphics Card .30 Series Graphics Card .40 Series Graphics Card

Chapter 20.9 Al Engine Back-end License Plate Recognition Settings
The Al Engine channel needs to correspond to the Navigate channel. For example, the 15t channel, click on
the Alarm icon settings -> ANPR Setting -> check the Enable ANPR.

ANPR Setting Traffic Management Human Detection

nable ANPI
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Chapter 20.10 Navigator Software Setting for Al Number Plate Recognition

Click ® Navigator software and select camera properties. Click on ANPR Group Setting and make sure
that the communication of Al Number Plate Recognition is at 8592 port.

® Enable service: Enable Al Engine & Al function.
® Enable watch dog service: Automatically watch dog detection mode.

A8 e Recersng Orst

sy B s T

o

0RO
Passacrs Je— [T i
PR Gring Tumg

Comenats © Aiarm ingst 0

OO 4 Gayect Courmng
B5mcrrancs Temw win P soeny

Lo 34 rate ot 3 saren cormachn e
Contaunce rate MR srRRues 4 ~
RezostDescs Launch romar o= cancnt . ances e
— 1

Please click the camera settings button or the right mouse button on the channel to enter the properties page.

Please check “ANPR Detection” option in the "Alarm Input Management" item of the alarm management page.
After checking this item, click "Options" to enter the settings.

® Camera Properties->Alarm Management->Click on ANPR Detection

Alarm Management Cam#002 x
Condition#1 Condition#2 Condition#3 Condition#4 Others
Alarm Input Management Alarm Qutput (DO)
[ Motion Detection A | | PlaySound "
[[] M&w CGI Triggering [1 Send E-mail
[] Video Loss Detection [] PTZ Preset Recal
t Detection [] Signal Digital Dutput
ANPR Detection [ lam Full Screen Tuesday
! Post-alaim Record T ——
[ Temperature Detection Pre-alaim Recording Thursday
[] Aida Behavior Detection [ advanced Alaim DO
¥ 1 lamm 4K &
< > < > Saturday [ ]
I Options I QOptions B @ Enable Apply All Schedule
Enable Alarm Input (DI) Pre-alarm Dwell (Sec) 1 o] LEOClese
[JAND Logic Alarm Notification Alarm Output Dwell (Sec) 5 L
Detection Dwell (Sec) 1~ TheNextAlarm OutputDwell 58ec v
Use the Not Logic i)
Apply Cameras Alrm setting from remote device oK Cancel

Note: When using Navigator VMS and Al Engine, there is no need for opening AlEngine.exe for saving CPU
usage.
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Chapter 20.11 License Plate Character Height Adjustment
The maximum and minimum length of characters to identify the license plate can be defined according to the
requirements of license plates in different countries, which can shorten the time of the license plate search

engine.

Country:

Plate Range

24,11,649,385

The length of the number plate characters

Min [ 4 =

Max El}}

Confidence rate of ANPR

ANPR Rate == &

Chapter 20.12 ANPR System List Setting

Each group of license plates can be set as a group, for example, preset groups such as "white list", "denial
list" or "exclusion list". It is also possible to add a group and specify its function application group, and set the
corresponding output after the license plate is detected.

To set license plate group, click "License Plate Group Setting". After entering the license plate database,
create a group from the list according to the ownership of the license plate, trigger the alarm with this group,
and other settings:

DislayRecord
8 ctate this deic

Name
Channel Location

Device Type

Channel

Streaming Mode
Record Mode
Hetwork

IPONS

HTTP Port (ex 80)
OnarPer (Optional)
HTTPS Port (ex 443)
Video Port
Usemame
Passworg

Cameraids D

Repoot Device

[ synchronize Time with PC

[CLow bit rate chent and server connection

Cam 121

P Camera Defect

Cam 001 Sefting
Autc Impont NVR

Dual Sireaming Wode for the Channel

Stop Recorcing - 1FP

oy

Launch Browser

Find Device

) Auto swilch the audio

ONVF
Device Trpe: IPCam
‘Alarm input (D1} 1

Relay Output 00) 4

Video

Alarm Management

4POSI0SD
ANPR Group Sefing
Object Counting

Agvance Privacy MaskOSD

Cancel

ANPR Group Seftings

License Plate Detai [l S eame
Wodity
Group Number ™
# Group Name
0 Exclusion List
Add Modity Delete Import Export 1 Denied List
2 Allowed List
3 e
# LicensePlate  StatefProvince  GroupNumber | | ¢
13 TTYegs3 0 0 5
23 ABC1234 0 2 &
33 BUHF124 0 1 7
8
9
10
14
12
13
14
15
15
B Show Gusst  Visitor number plate
Exportto LFR LPR List import LPR SYNC Set as Default Close

Chapter 20.13 License Plate Import/Export List
Support import/export list report. The function displays license plate and vehicle information in the Excel CSV

file format.

= T e

E F

86

915 Casey Dr

136 Granite Ave.

an Francisco
n Francisco

ly. 2

CA
CA
Ln.17  Shamei Jinsha Township Kinmen County 830
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Chapter 20.14 The Settings of Al Traffic Management
Click on Enable traffic detection for using Al traffic objects detections. For traffic behaviors, the behavior is
defined in a traffic detection zone. There are four detection zones programmabile for traffic objects. Follow the

instructions below for setup.

Tum ight (AIFLOW)

Wrang way (AIFLOW)

Tum lef vialation (AIFLOW)

Tum right violation (AIFLOVY)

U-tun vialation (AIFLOW)

Run the red light straight (AIFLOY

Run the red ight left (AIFLOW)

Run the red light right (AIFLOW)
[mQueuing detection (AIFLOW)

Set Oulput

Note: It is important to disable “Enable traffic detection”, if traffic detection is not used to save CPU or VPU

usage.

Chapter 20.15 Traffic Zones

Click on =] buttons for inserting or deleting a traffic detection zone. Once a detection zone gets added,
drag the Anchor of the zone to fit the environment.

of traffic objects.

Parking spot (AISPC)

&P arking violation (AIAREA/AICAPY
P e = fic fow (AIFLOW/AICAR)

Turn left (AIFLOW)

Tum right (MIFLOW)

Wrong way (AIFLOW)

Turm left violation (AIFLOW)

“Tum right violation (AIFLOW)

U-tum violation (AIFLOW)

Run the red light straight (AIFLO

Run the red light left (AIFLOW)

Runthe red light right (AIFLOW)
[mQueuing detection (AIFLOW)

There are up to 4 traffic zones for detecting the behaviors
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Chapter 20.16 Prohibit Zone Detection (Parking Violation)

To set up an alarm notification for an object entered the prohibited detection zone, please select the “channel”
number for setting and key in the object names in “metadata”. Add a detection zone to desired area. Tick on
“Prohibit zone detection”. Click “Apply” to save the settings.

It can be used in applications such as prohibited areas for vehicles, i.e. large trucks entering the urban district.

1. Add or delete detection area

2. Select behavior detection

3. Parking violation identification status

4. Enable the metadata, car, truck, SUV, etc for detection
5. Set the dwell time to detect the violation time

)
BParking violation (AIAREA/AICAP)
I Traffic flow (AIFLOW/AICAP)
CITum keft (AIFLOW)
T right (AIFLOW)
“Wrong way (AIFLOW)
T iolatiof

11

=
AR T

aight
nt left (AIFLOW) .
ht right (AIFLOW) — =%
CJQueuing detection (AIFLOW)

[BL i
& [ W

Chapter 20.17 Queuing Detection

To set up an alarm notification for the number of objects entered the detection zone reached the maximum
occupancy, please select the “channel” number for setting and select the object names in “metadata”. Add a
detection zone to desired area. Tick on “Queuing detection” and key in the number of objects in “Count”.
Click “Apply” to save the settings.
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® Enable traffic detection: Enable Al traffic engine. Disable other Al engines for saving GPU load.
® Detection zone: Insert a zone for traffic behavior.

® Enable direction: Enable direction if traffic flows are needed such as turn left, turn right, and wrong way
detections.

Metadata: Select the object names for filtering the objects having a desired traffic behavior.
Counter: A global counter for behavior event.
Dwell: The time for parking violation.

Count: The count of objects in a sense used by queuing detection.

O e R 8 € >

Camera na ]

ANPR Setting Tralfic Management

& Enable traffic detection Select Behavior Detection

Confi Zone (AIAREA / AIFIRE / AIRAIL)|

Parking spot (AISPC)

Detection -] -] Parking violation (AIAREA/AICAP|
Tratic llow (AIFLOW/AICAP)

H Enable direction Tur left (AIFLOW)

W Enable tripwire mode Turn right (AIFLOW)

Wiong way (AIFLOW
M Enable traffc ight
M iaidaia  cer, motorbi.. -] Turn right violation (AIFLOW)
Metadata L] U-tum violation (AIFLOW)
Run the red light straight (AIFLOW|
Run the red light left (AIFLOW)
® i Run the red light right (AIFLOW)
Queuing detection (AIFLOW)

-

g Pk

Chapter 20.18 Human Mask Detection Setting

To set up the mask detection and no mask detection of an object entered the detection zone, follow the
instruction below:

1. Click on “Enable Human detection”. Please select the “channel” number for setting and specify “face,
half_mask, mask” in “metadata”. Add a detection zone to desired area. Select “Mask detection” and/or “No
mask detection” behavior. Click “Apply” to save the settings.

S EE L RS
Chennel R srovee) N
L C—

Camera name ¢
H Enable Human detection| Select Behavior Detection
_ [@Mask detection (AIMASK
(-INo mask detection (AIMASK '

Social distancing (AIDIS)
M Enable direction | IHelmet detection (AISAFTY)
M Enable tripwire mode INo helmet detection (AISAFTY)
Iest detection (AISAFTY)
M Enable social distance =

Metadata

® Dwell >

Display

R cour>
-
P —

ooy |
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2. Configure the HTTP post by clicking on & event icon. Then, click on “Enable HTTP notification”. Click on
“‘“Add” or select an event to “Edit” in “Notification events”. Then, type in URL field
/cmd=naveventmsg?cmxcgido=1&audiono=1&interval=0. Click “OK” to save the settings. This is to notify the
Navigator for playing an audio.

HTTP notification
Channel

Camera name o

ANPR Setting Tralfic Management

Enable Human detection Select Behavior Detection

c (%) > EMask detection (AIMASK
Confidence(%) o T
Detection zone L] People density (AIDIS)

M Enable direction

M Enable tripwire mode

M Enable social distance

Metadata

oy
.. — 3

Note: “Navigator HTTP meta output” is an event name used as an example to show how to configure HTTP
post. User may create a name for an event.

3. Enable the HTTP Post Notification to No Mask Detection. To enable, click on “No mask detection”. Press
“Set Output” and tick on “Navigator HTTP meta output”. Click “OK” and “Apply” to save the settings.

O HeE R &< >

Channel _ Filter > FOV
Camera name _ Filter < FOV

ANPR Setting Traffic Management Car Make Human Detection
Quiput seting
& Enable Human detection Select Behavior Detection
Confidenc: [BMask detection (AIMASK)
eriidenc (-INo mask detection (AIMASK)| |
Detection zone -] | People density (AIDIS)
_ . S ocial distancing (AIDIS)
M Enable direction [ Helmet detection (AISAFTY)
M Enable tripwire mode [ )No helmet detection (AISAFTY)
)V est detection (AISAFTY)
M Enable social distance ]

Metadata

® Dwell >

Display

(L5 osence- ——m
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Chapter 20.19 Social Distancing
To set up social distancing, a rectangle area can be mapped to our Al software for calculating social distance.
To do so, follow the setup steps below:

Chapter 20.20 Setup Social Distancing

To set up social distancing, enable “Social distance” feature. Select Social distancing behavior. Click on
& button for setting social distancing. The social distancing feature works only in the rectangle area.
The settings are described below:

Unit: The rectangle area’s unit, meter or feet

Width of detection zone: The X axis, width, of the rectangle area

Depth of detection zone: The Y axis, height, of the rectangle area

Display distance: If two people are in the social distance, show the detection lines.

Car Make Human Detection

Select Behavior Detection

(CMask detection (AIMASK)
[ INo mask detection (AIMASK)

{5 ociel distancing (AIDIE
|_Helmet detection (AISAFTY)
[ INo helmet detection (AISAFTY)
[ Vest detection (AISAFTY'

9

E]E[ Display

% Count > Set Output

El li? Distance >
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Once the social distance area gets set up, set the metadata to person. (Please select “Person” in the
Metadata of the Traffic Management settings first. Then, select “Person” in Metadata of Human Detection
settings.)

O R e Q8 < D>
Channel ] Filter >

Camera name

i (AIMASK)
INo mask detection (AIMASK)

|People density (AIDIS
T —

|Helmet detection (AlSﬂFTV)

INo helmet detection (AISAFTY)

[IVest detection (AISAFTY)

3@1 Display

833 Count > Set Output
2
_u Distance >

Note: There is only one detection zone that can support for social distancing feature.

The detection must be a rectangle area. Setup BBl social distancing counter to, for example, 5 people
distance. This can detect the social distance of these 5 people that are too close. You can also enable the
display counter for verifying purpose. This can show how many times the area having violations of
social distance.

Eml Counter_soclal_distance 2
7] 150 Times/1 hour !

Chapter 20.21 People Density of Al Software

To count the density of people in an area, follow the steps below:

Create a detection zone.
Enable people density.

Set metadata to “people”.
Add the people density count.

PON~

Once the people detected in the area is greater than density count, you can program HTTP post or event
counter for outputs.
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O 1 B Em R & € >
Channel _

Camera name

Human Detection

Select Behavior Detection
[IMask detection (AIMASK)

INn mask defection (AIMASK)
People density (AIDIS
[ TSocial distancing (AIDIS)
[CIHelmet detection (AISAFTY)
M Enable tripwire mode [CINo helmet detection (AISAFTY)
[1Vest detection (AISAFTY)

M Enable direction

& Enable social distance

Metadata

® Dwel > |:.
oispiay I

8 cor-
N —

Chapter 20.22 Setting the Front-end Camera Al Function in Navigator
Launch the Navigator main program, click on KE'Camera Settings" button, "Alarm Management" -> check

on "Al Behavior Detection" ->click on “Options” -> Al Server/IP Cam, click on "Auto detect Al IP Camera", tick
on "Get detections from Al server / camera directly.

x

DisplayRecord o Altrges
B e s Grac

Hame Cam 121 "

ooy cetmcoon s of s
ey cetmced et g e

e st o ot cce o Cance

Chapter 20.23 Al Alarm and Behavior Detection Setting

With the Edge front-end camera authorization, check the Al Alarm Al Type and Al behaviors in Navigator.

‘Aida Behavior Detection X
AlEngne

(@ Display detection zones of Aida
£ Display detected object bonding boxes

(D) Object + behavior and trigger alarm

NCCCounter | Aida Server /P Cam (o Cancel
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Recognition: The channel recognizes the highest number of frames.

Speed: The CPU accelerates, up to 4x maximum.

Display detection zones of Al: Enable or disable the Al detection zone display.

Display detected object bonding boxes: Enable or disable the real-time object tracking box display.

Display tracking ID: Enable or disable tracking ID display (the object tracking box must be enabled

first).

Enable Al type: Whether to display Al type detection (for example: vehicle detection).

Filter out the objects without behavior: If there is no triggered behavior detection, the filter will not be

displayed, reducing the screen complexity.

® Filter out the objects without speed: If there is no triggered speed detection, the filter will not be
displayed, reducing the screen complexity.

® Object + behavior and trigger alarm: When Al detection and behavior detection are triggered

simultaneously, the alarm will be triggered.

Chapter 20.24 Setting of Front-end Camera Counter on the Webpage
Enter the Edge camera webpage -> select "Al Recognition" -> check the object classification and
behavior detection, -> select "CounterO1"as the counter -> customize the calculation unit, and once the
setting is complete, the value of the counter01 in the lower right corner will change.

Alam Settngs

B Enabée object classaicaton
Al object sze fiter (FOVS) Bahawior object 5Ze W1er (FOVS) for each 2ons

onfidence (%)

o | Navigator HTTP matadata output
s T Light up tha 13in 10 Box autput

Chapter 20.25 Setting to Synchronize Front-end Camera Counter in the Navigate

When the counter is enabled on the webpage, NAV can synchronize the camera counter. Click on “Alarm
Management” ->check “Al Behavior Detection” -> “Options” -> “NCC Counter” -> “Use Al Counter” ->select
the corresponding counter “CNT 01”.

e
DisplayRecord
B Actvate mis s

Harm cam 121

‘Cnannei Location
Device Type IP Camers Detact
Cnamnel 0 Seang

SteamingUode  Duat Srearming Modeforthe Channal
RecordMods  Stop Recorang

Hehwore

wons

TP Port . 801 X
omdPort(Optcn)

HTTPS Por (ex. 443) 3

Video Port s Auto suich e sudo

admin ONF
Password  essssase @ Devce Ty iPCam
Cameraiads 1D 1 Alarm Input ik 1
Reizy Output 0OF 4
D) Smehranize Time wih PG Aoply
CJLow bitrate client ang senver connaction 5 FPS

Reboat Devics: Launch Browses
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Chapter 21 Face Recognition (Premium Authorization)

The face recognition welcome system is a face recognition system on the NAV software platform. It compares
the entered face database, and the faces can be classified according to the white list (VIP list), black list and

visitor list, and trigger related alarms output.

Our world-class facial recognition accuracy, flexibility, and ease-of-use make Navigator software right choice
for retail, access control, time and attendance, surveillance, denial list/VIP greeting management, and other

applications.

Chapter 21.1 System Configuration
After a camera is configured, follow the steps below:

Select Alarm Management
Select facial recognition option from alarm input management
Select alarm output, e.g., triggering DO of an IP camera.

E» Camera Settings#116

Display/Record
@ Activate this devic

Name
Channel Location

Device Type

Channel

Streaming Mode

Cam 118

IP Camera v Detect

Cam 001 Setting
Auto import NVR Import

Dual Streaming Mode for the Channel

Preview

Record Mode Stop Recording ~| 1FPS
Network
IPIDNS
HTTP Port (ex. 80) 30 x Find Device Video
Onvif Port (Opti | 80
e e DD Assign the Recording Disk
HTTPS Port (ex. 443) 443 :
Video Port 554 [ Auto switch the audio Alarm Management
Username admin ONVIF 8POS/0SD
Password LLETTTY Y & Device Type: IP Cam
ANPR Group Setting
Camera/485 ID 1 ~ Alarm Input (DI): 1
Relay Output (DO): ¢ EIHHCH i

(CJ Synchronize Time with PC Apply Facial Recognition

i 0.05FP8
] Low bit rate client and server cannection ( Advance Privacy MaskiosD

Reboot Device Launch Browser Ok ) Cancel
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Alarm Managemant Cam#001

x
Condiions t Condtine2 ‘Candtion el Candtone4. Omers
Alarm input Managsmant Adarm Output (D0)
[ NAV 51 Triggeeng a0 PuySeund -
] viseo Loss Detection O SendE-mail
[ Spewd vemert detection O PIZ Preset Recal
L] Signal Digtal Ouspus
] AismFul Sereen
s £ Post-alam Recod
] GRCeds detsction ol
S Decon 4
€ > < s >
Options Optigns
7 Enasie Alarm input (DI} [Pre-stamm Dwell (Sec) 1
[CJAND Logic Alarm Notifcaion Atarm Output Dwedl (Sac) 5 v
Detection Dwel (Sac) 1 The Next Alarm Output Dwell  Disal v
N (Min)
i o o sy oo i o

FACE RECOGNITION
SERVER

SIP SERVER

RELAY INTERCOM
Viewer APP SIP DTMF OPEN DOOR CAMERA DEVICES

Chapter 21.2 Configure Detection Area & Facial Recognition

According to the installation site, you are able to define the recognition area. For defining the detection area,
follow the steps below:

®  Click Facial Recognition option.
®  Click Options button.

®  Use a mouse dragging on the video area for detecting area.

Alarm Management Cam#044

X
Condifon#1  Conditons2 _ Condition=3 Condition=4 Others
Alarm Input Management Alarm Output (D0)
[ Nav CGI Tiiggering ~| |0 Play Sound ~ e e e e O o

L] Video Loss Detection
ment delection

T Femote LPH Dete
[ QRCode detestion

[ MDA Settings <

< >

[ Send E-mail

[ PTZPreset Fesal
[ Signal Digital Dutput
[ Alare Full Sereen
Post-alam Record
Pre-alarm Recording
[ tdvanced Alam DO

1 Rinhal &lam Setting »
<

Optians

Saturday

1[12[131a{15{ 16171

B ®Enable Apply All Schedule
[1Enable Alarm Input (D1} Pre-alarm Dwell (Sec) 1 | ®OClose
[]AND LogicAlarm Notification Alarm Output Dwell (Sec) 5 >
Detection Dwell (Sec) 1 v| TheMNextAlamm OutputDwell |Disal v
Use NotLogic (Mo
Aoply Cameras Alorm setting from remote device

oK
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Please set motion area on video. x

\j
i

Minimum facial recognition confidence rate (%)

‘Same face repeated recognition times:

‘Same face recognition interval (>20ms): |500

@  Speed 1x -

Minimum face pixels o reduce guests (width, height) m [E

[AlEnable face searching mode -

S Face Resolution in Pixel {H and W) o |z
[ show Guest Defast | AoprovedGrows | [ ok | Cancel

Other settings are described below:

Image detection area: Support full image detection

Minimum facial recognition confidence rate (%): When the confidence rate is achieved, will indicate
successful recognition and trigger an alarm.

Same face repeated recognition times: To achieve recognition accuracy, the number of times the
same face is recognized for a successful facial recognition.

Same face recognition interval: Total number of recognition interval of the same face.

Speed: 1x speed represents 1 CPU thread. The faster the speed, the higher the CPU usage.
Minimum face pixels to reduce guests (width, height): When lower than minimum face resolution,
the face will not be recognized.

Enable face searching mode: Support facial recognition tracking.

Face Resolution in Pixel (H and W): The pixel size of the photo after face recognition

Show Guest : Display guest function

Note: Reduce guest is to adjust level required to increase the face recognition match to data base.

Chapter 21.3 Facial Recognition and Alarm Output

After face photos are added into facial recognition database, the face photos can be grouped into different

lists.

Based on the groups, you are able to trigger an alarm output for a grouped list. To set, select as per

your requirement from Alarm Output -> Alarm Input Management -> Option -> Define motion area (optional) ->
Approved Group -> Approved Group Name > OK

Detection Dwell (Sech

Use Not Logic

Apply Cameras

Cofditonty Cone Approved Access X
Alarm Input Managerr fat= (%) n &
[C] Mey CBI Triggering Approved Group Name t
[ Video Lass Detectiar W} select All / Select None 1
[] Speed measurement Black List I
[ 4MPR i =] White List
| 4 Facial Recogition l #003 STAR 500
[ | Femote Lt electi |=2) 2004 RD I
[ GRCade detectian [ #005 FAE
[] Aida Behavice Detec! % #006 Planning
r %] #007 Sales |
L 1 = #008 KR [ b
E— g s > boers [ 15§
A 010 TW g [ = I
[l Enabie Alarm Input | Hmgger eventsforalfaces [ ok || Cancel |
el | L=
[JAND LogicAlarm Ne £

.......

Default |I Aporoved Groups I oK Cancel

Alarm setting from remote device
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Chapter 21.4 Set Alarm Output Settings for Applications

The alarm outputs for a detected face can be triggered for many applications.

Alarm Input Management

Alarm Output (DO)

VIP greeting: Enable Alarm Full Screen with OSD display for the VIP guest.
Access control: Enable Signal Digital Output can trigger DO of an IP camera for opening a door.

[] Mation Detection FS [ Play Sound ~
] N CGI Triggering ] Send E-mail
[ Video Loss Detection
[ Speed measurement detection |
[] &MPFR Detection ] Blarm Tl o oresn
Facial R ecognition Post-alarm Fecaord
[] GRCode detection Pre-alarm Recording
[] 4104 Settings [ Advanced Alam DO
" 1 Gilnhal Alamn Setinn 7
£ > £ >
Options Options
Condition3#1 Condition#2 Condition#3 Condition#4 Others
Alarm Input Management Alarm Output (00) | 47 Notification Action Settings X

|
[] Motion Detection ~| | Play Sound
[] M&V CGI Triggering [ Send E-mail
| |0 vides Lass Detection [ PTZ Preset Recal
[] Speed measurement detection I
[ ANPR Detection & T Ul Soreen 1
Facial Recognition Post-alami Record Relay Camera #037 #037 SG1122-60FPS A} v |
[ ORCode detection Pre-glarm Fiecording 1
[] AIDA Settings [ Advanced AlamDD | I8y Output 1 v
by 71 Glehal Alsim Satting Relay Interval Over 5 Sec. = I
< > < I .
Options [ Options| Cancel ‘ Apply Al Schedule

Enable Alarm Input (DI) Pre-alarm Dwell {Sec) T

[JAND LogicAlarm Notification Alarm Output Dwwell (Sec) S

Detection Dwell (Sec) 1 v The NextAlarm Output Dwell | Disal v
Use Not Logic M)

Apply Cameras Alarm setting from remote devics oK Cancel

Chapter 21.5 Schedule of Facial Recognition Triggering a Digital Output

For access control application, IP camera relay output can connect to an access control for opening a gate or
a door. You can also apply the schedule for weekdays for automation. To set, select as per your requirement
from Alarm Output -> Alarm Input Management -> Enable Alarm Notification Schedule Day/Time -> OK

Alarm Management Cam#002 x
Condition#1 Condition=2 condition=3 Condition=+ Others
Alarm Input Management Alarm Output (DO)
[] Motion Detection | | Play Sound ~
[ N&V CGI Triggeing [ Send Exmal
[] Video Loss Delection [ PTZ Presel Recal

[ Signal Digital Output
[ Alarm Ful Sereen
[ Post-slam Record
[ Pre-slam Recoidng

[ Speed measurement detection
] ANPR Detection

[] GRCode detection

] AIDA Seltings (] Advanced Alam DO
¥ ™1 Rinhal Alim Geffinn V.
< > < > Saturday
Options Oyl B @Enable ApplyAll Schedule
[ZEnable Alarm Input (D) Pre-alarm Dwell (Sec) [ | @ Ccloss

[CJAND LogicAlarm Notification Alarm Output Dwell (Sec) (6 v

Detection Dwell (Sec) 1 ~ | The NextAlarm Ouiput Dwell Disal ~
Use Not Logic i)
s canes «
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Chapter 21.6 Add Faces Photo into Database

In camera property dialogue box, click Face Snapshot button. The snapshot of the Facial

dialogue box shows up for adding a face photo and entering personal information.

X Camera Settings=001

DisplayRecord
F Adiate tis device

Predew

Name #001 8¢ & TW_FAST |
Channel Location i

Device Type 1P Camera v | Detect
Channel Cam 001 Setling

Streaming Mode  Dual Streaming Mode for the Channel

Record Mede Record dual stream v 1FPS
Hetwork
R 192.168.110.211 |
HTTF Port (ex. 80) 80 x Find Device
DO RS gt e Assign Recording Disk
HTTPS Port (ex 443) 443
Video Port 554 | OJAuto switch the audio
Usemame admin | onwr
Password sssessss | Deves Tipe P Cam
Camera/d8s iD 1 ~|  Aarm input (OIX [}
Relay Oupt 00) ¢

[J'symchronize Time with PC Apply
[JLow bitrate client server connection 0.05FPS
Lens Code

Reboot Device Launch Browser

Chapter 21.7 Add Photos Database for a Face

For adding face photos, follow the steps below:

Enter the name.
Click on “...” button for adding Group button.
Select the group name.

Face DB

Person
Name i Search
Group 029 i Search
4cd Delete  Modfy  Import | Export
#  Group Name
793 RD L}
794 RD wew
7% RD ==
7% RD s
797 RD
798 _ R0
[798 P
]
801 RD
802 RD
803 RD
804 FD Close
805 RD
806 RD
80?7 RD 1
808 RD
Snapshot Manual Recognize Pichre

99

Aarm Management

#POS/IOSD

ANPR Group Seting

Object Counting

Facial Recognition

History Events
_)all channels of face detection

Cancel

Click on the name list for deleting or modifying the person’s information.

Starttime 20240605 [~ | jos:00:00 5
End time 2024605 [~ | 09:41:44 3
Contans
Search
Face 7 Face searching 70
Date / Time Narme Confiden...
Advarce  Face ssarching Close

Recognition
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Person Face DB Hstory Events
Name

Graceyang I Search [ s channels of face detection
Growp P | o B s Navigator 04 Bils Srttme 20200802 O+ | [0:0441 2
Add Delete | Modfy | Import Endtme  [opspz (- | 2uosar S
1 The face is recognized as -
8 | Bew Name ~ "Stevehu' Score: 96 ontans | STEVE Search
16 FAE Gms .
17 FAE Sy % l Face 35 Face searchng n
18 FAE G oy
19 F Ji= 1
20 F: k‘_ Date / Tme Name Confide. * |
21 FAE Cammmcheng 2020/08/02 21:03:01 Lm-my 95
22 FAE Cm 2020/08/02 21:03:06 Sy 9%
23 FAE Lo 2020, - Lm mu 96
24 FAE S =y 3 SN Fu 9
25 FAE Remy 2020/08/02 21:03:34 Wy 9%
2% FAE Al 02008/02 21:03:35 Smaw o
27 FAE Lpm— 202008/02 21:03:55  Smy, a4
28 ‘Whie List Clm 2020/08/02 21:03:56 b = 17] G4 ¥
29 ‘White List Gl < >
30 White List he >
< Ik SRR Advance | Face searching Close

Note: Manual Recognize is to know the level of recognition.

Chapter 21.8 Adding Photos into Database
For adding a photo into the facial recognition database, you can click on Snapshot or click on Image File
button. After a photo is loaded, you can click on Add button for adding into the facial recognition data base.

Snapshot For Face Recognition

Person Facs DB

HName I:
Group 004:RD
Add |

Deler:||MFy Import

#  Group Name A Delete: 0%

17 STAR Chailes Re.

18 STAR ce John Fis,

19 STAR Moote

20 STAR W Freeman

21 STAR Clsesliup

22 STAR m}

23 STAR ‘witherspool

24 STAR lose

26 STAR Giint

26 STAR % Ronan

27 STAR

28 STAR er Stallone

23 STAR ik

30 STAR

M v

-~ rm

< >

I
!
¥ Open %
Person Face 0B
Hame Alon | | search 4 ||| « Final Face DB > FAE » Aloun v & | SewchAloun »
G OizPrifoe Search Organize w  New folder
Add Delete Modfy tmport T his PC ~

i | Gig e = Froay o0 ey | 2B 30 Objects
2 Polee Aoun I Deskicp
B RO F [4] Documents
o_ob s J Dowenosds 2020013133431 2020016150753 2020017104130 2020017124802,
* RO F : <h000_Aloun <H00D_Guest chi00_Dis
%® RD F 3 D Music =
7 RD F E = Pictures
® AD F g :
B\ RAE K [ ] Videos
4 FAE K B ka Local Disk (C3) = iy
@ FAE v iy -L | Dk 10 B,
4z RAE [ £ a Local Bk 100 2020017130508 2020012105234 20200121105527_ zazmzno&m
43 FAE x B % i Mhis i) Aloan hii) Aloun _ o000 Aloun
44 Planning & SRR File niame; ~| lip6 )
45 Planning & i :
s e . =
< >

Note: The face of the photo needs to meet minimum pixel requirement.
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Chapter 21.9 Historical Recognized Data

The face photo recognized will be saved in the History Event list.
can be displayed in the temporary area.

Click on the name, the recognized photo

Click Add button to add the photo to the database. If a face is not

recognized, the face is added into guest list. You can add the photo into a database for elevating the

recognition rate.

Snapshot For Face Recognition

Person

Name ISIEvem Search

Group [oozFag  v|[ .| [ search |
Add | Delete Modiy Import

# Gioup Mame ”

16 FAE [

17 FAE Sthu

18 FAE 1 apang

19  FAE i L

20 FAE | iin

21 FAE | ancheng

22 FAE |

23 FAE e

24 FAE Eo

25  FAE | hin

26 FAE .

27  FAE | ATY

28 ‘White List i n

23 ‘white List .

30 Whits List [ >

;. wmn i o iR 5 Snapshot

= ~

X

History Events
[[Jall channels of face detection
Starttme (20200802 [T~ | [0 2
End time _2020}\!8}32 @~ | 21:04:41
Contains |STEVE Search
Face 35 Face searching n |

Date [ Time Name Confide. *

2020/08/02 21:03:01 5 4 a5

9%

2020/08/02 21:03:06 S i

2020/08/02 21:03:19

HIEH B u
2020/08/0221:03:35 S u o
2020/08/02 21:03:55  SEmu 94
2020/08/0221:03:5% S u 34 v
< >

Advance Face searching

Note: It is highly recommended to have photos in different angles of a person.

Chapter 21.10 Historical Guest Face Tracking Search Mode
You can customize the search by date and time, search for guest recognition in the History Event list, and edit

the guest as black list or white lists, and etc.

The faces can also be searched through picture, will compare with the face database to recognize the similar
picture, and edit the verified identity of strangers in the list.

& Open

T « HEFEE(Pmfae) » Aloun v O

202001151 50'!5!

Organize »  New folder

~

0 This PC
2B 30D Objects
[ Desktop
|5 Documents
& Downloads
D Music
=] Pictures
B videos
i Local Disk (C:)
a Local Disk (D:)

-

<h000_Aloun

File name:

20200113133831_

20200121105527_

o Aloun

11_ch000 Aloun)

20200117124801_
<h000_Aloun

ZUZDDWZI 105530,
ch0 Alnun

Search Aloun

'\
~| (PG ~

:

202001 21105234_

Aloun

Cancel

Hstory Events
" [ a1 channels of face detection
Sertime (2200722 G~ | baoo 8]
A End time zozo/wzz B- J waess | 2
i —
I Face El Face searching
| Date [ Time Name:
| 2020/07/2209:31:43
| 2020/07/2209:31:44 K020 FHE
2020/07/2209:31:48 K020 HHEE
| 2020/07/2208:31:45 020 HWE
zmmmz 08:32:51 4 RAoun
| 2020/07/2209:33:01  JAloun
2020007/2209:33:13 | faloun
| 20200772209:33:26  fadoun

Note: The face pixel size and confidence degree of the search conditions will increase or decrease the search

time.
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Chapter 21.11 Search the Name for the Video

Click on playback button and select Facial Recognition option. You are able to search the entire name list
of recognition.

#002 A\ Z7 IPCAM #003 SG1122LPR

083500 WM

ceenes 0000000000006

Chapter 21.12 Playback
Click on the names after recognition for video playback.
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Chapter 21.13 Advance Facial Recognition Setting

Enable the face APl command, go to “Advance” -> check the “Enable web API checking service”, and then

you can transmit the command to the facial recognition host through the remote transmission.

1P Camera ~_ Detect
Channel Cam 001 Setting

Sveaming Mode | Dual Sraming Mods for he Channel
RecoraMoce | Recoraie main stsam

Herwars

IPIONS. 19216826160

HYTP Port (ex. 80) 80
Ot Port (Optional) 80
TSPt 44y 449
Vigeo Port 554

Usemanme addmin

Cameraisss D

Passward [ oy
vl Alarm Input (O

OnF EPOSIOSD
Device Type W Cam

ANPR Group Seting
Otgect Counsng

Advancs Privacy MaskOSD

Relay Oulpul 0O} 4

oK Caneal

Chapter 21.14 Installations

For better recognition rate, follow the guidance for installation cameras.

The following pictures are not good for facial recognition.

s01 Test Camnectien

sty Evers
183l charreks of foce detection
3+ fsoe0

Stattme 0230607

Edwe  Donpen @ | 634

The environment of facial recognition cameras needs be at least 450Lux.
The shutter speed of the camera should be 1/60 sec or 1/50 sec.
Leveled camera installation facing a face at distance 3-5 meters.
The pixel size of the photo should be 100 x 100 or higher.

Do not use 4K cameras to slow down the recognition speed.

Angle of the face

Wearing a helmet

Mask blocking

Glasses too dark

Facial recognition requirement

103

Face photo pixel requirement: 70 x 70 pixel or higher
Detectable face angle: Up and down +/-15 degree, left and right +/-15 degree
Environment minimum Lux: 450Lux~1,000Lux
Face detection condition: Eyes, eyebrows, and nose can not be blocked.
Recognition time: 1 second at 2000 photo db.
Recognition distance: 0.5M~6M
Shutter speed of the camera: 1/50 or 1/60 sec or higher
Facial makeup might affect recognition rate.
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®  Avoid strong back light environment
® Increase camera brightness if the skin of a face is too dark or the camera faces strong back light.
® Do notuse 2.2 mm and 2.8 mm lens due to distorted faces.

Note: Do not use camera IR mode. Black and white video from camera does not work with facial recognition
system.

Chapter 21.15 Confidence Rate and Pixel of a Photo

In general, the confidence rate of facial recognition might be affected by the pixel size of a photo. The
following table describes examples of confidence rate and pixel size of a photo. However, the confidence
rate could be also affected by poor lighting and bad video quality.

Face D8 Histary Events

Person

Name EIf Black Samdh - [0 st channsis
p-—s———_N N

Add

swtime  [20200507 | pavons 3

[T = d
Delete | | Modfy | Import 0 e |£i£ij5s',ii¥";'| |i¥£§i =
i The face is recognized as Santans |BF Search
il i s il VElf Black” 0.9053 !
9, ilenw DSk Fed Date { Tme: Hame Confi, &
2 Test [ r—
2 Tedter Cramme harcn oK HIOSAT 100, B Black o)
M Tester Cimmene Moss 2020/05/07 10:0.... B Black 89
A Tese [ : HIOMEOT 10:0... B Black 34
2 Teve An Tois S chm, 2020/05/07 10:0... B Blade %90
2 Tesder Armm— dvward 5 20I0/05/07 10:0... B Black a3
2B Tesdm Ari— 2020/05/07 10:0... EFBlack 93
2 Teswm P WIONE0T 10:0... B Black 95
M Tedw AbEEEnge 0200507 10:0... B
N FAE D 0007 10:0... EX Black 57
R FAE Comm 20005007 10:0.... B Black "
1 FAE Kt I0/507 10:0... EF Black 7N
W FAE El s L€ >
#FFAE Biemm; . T
Photo resolution | 128 x 114 320 x 310 430 x 430
Confidence 67% 86% 95%
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Chapter 21.16 Two Phases of Quick Face Photos Setup

For quick face database creation purpose, use Import feature for importing a batch of photos into face
database after finishing cameras and NAV setup.

# Quick sccess

Facedb

= M pC
3 30 Objects

The face database has at least one face photo for a person. Utilizing the facial recognition feature, the
camera keeps capture face photos for NAV to recognize. In History Event dialogue box, click Add button for

adding the recognized photos for a person. For increasing the recognition rate, at least 5 photos of different
angle of a person are highly recommended.

History Events

'ni [ 8l charnels of face detection
1 S
| | stttme  [202p0722 @] pa:0:o0 =)

Face DB
<
Delete o ad

)l ¥ Erd tme ‘2020}07{'23 O~ | 70000 = |
Add Contains ‘ Search
Face 5] Face searching [0 ]

2020/07/22 09:58: 16 2
2020/07/22 09:58:25 Kl T2, 91

020007/2209:58:26  KimesBSiE 91
020/07/2209:56:30  KIF=EESIT, 85
02007/2209:58:39  KEMNE==T 85
020/07/2209:58:51 Kkl 85
020007/2209:58:52  KisewlT 85

< > ‘
Advance Face searching Case

Chapter 21.17 Camera Setting Requirements:
Camera settings for facial recognition are described as below:
1. Shutter speed: To increase recognition rate, set the shutter speed of camera to 1/60 or 1/50 for
avoiding video motion blur.
AGC: Increase AGC setting for increasing the luminance of the camera.
3D noise reduction: Disable 3D noise reduction to avoid video motion blur.
Exposure value: Adjust exposure value for increasing the luminance of the camera.
Noise: If the noise of the camera is too high, try lower the sharpness for reducing noise.

oo

105 66-UM-NAV5.0-OE-9



Chapter 21.18 Face Recognition Datasheet

Items

Specification

Recognition speed

10-11 recognitions per second for a camera

Number of channels

4 cameras up to 40 recognitions / sec

Number of faces

Up to 4 faces per picture

Minimum face photo pixel
requirement

80x80 pixel: 70% confidence rate,
300x300: 80% confidence rate,
450x450 pixel: 90% confidence rate

Detection distance

0.5 ~ 6m, face photo with 80x80 ~ 450x450 pixel

Video resolution supported

720P 30FPS - 1080P 30/60FPS

Maximum people detection
allowed

10,000 people, 100 000 photos database

Face training database

10 pictures for a person updatable from the guest list

Recognition rate

Up to 99.82% recognition rate (based on LFW International Facial Recognition
Database, database 5000 people, 14000 pictures)

Recognition time

1 second at 2000 photo database

Detectable face angle

Up and down +/-15 degree, left and right +/-15 degree

Environment minimum Lux

450Lux ~ 1000Lux

Face photo database

Batch photos import

Face detected for alarm
triggering

Full screen, OSD text, digital output triggering, buzzer, PTZ preset

Face lists VIP list, unauthorized list, guest list

Guest list Guest list allows added into face database (training)

Schedule 4 scheduling tables for alarm outputs and DO triggering

Visit List R iti

Tzlir?i;g S ecognition The visitor list can be added to the database to increase the recognition rate

Camera supported

ONVIF IP camera and RTSP stream

Video recording

4-ch Navigator 5.0 Corporate license

CPU I7-10700 or higher (8C/16T)
RAM 32GB DDR4-2400
Graphics RTX 2060Superor higher
(O] Windows 10 Professional Edition (Version 21H2) and higher
SSD 500GB
HDDs Up to 3 HDDs for recording
D Access control, time and attendance, surveillance, denial list/VIP greeting
Applications

management
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Chapter 22 Failover
The Navigator recording server can be configured for failover mode. If one or more Navigator recording
servers lose the network connection for cameras or need to be switched off for maintenance purpose, the
Navigator recording server (failover server) with failover enabled can record videos for these cameras of
Navigator recording servers.

Chapter 22.1 Channel Hot Spare Mode

One failover server can connect to 8 Navigator recording servers for failing over the task.

===

Failover client #1

Failover server

Failover client #8

One Navigator failover server can rescue 36 channels of a Navigator recording server. This Navigator
recording server cannot accept second failover server, so you have to decide which cameras are very critical
for failover feature.

Failover server Failover Client

Failover server number of channels cannot exceed its specification where NAV 24 Bay host at failover mode
can rescue 108 cameras.

Example:
One 108ch at failover mode can only rescue 3 units NAV video host camera recorders, each NAV video host

user chooses 36 channels to rescue.

a®
ot NAV Serversi
© recording 108 channels
‘ — -
NAV Servers4 s NAV Servern2
currently not recording any (", recording 108 channels
channels o

Js

NAV Servers#3
recording 108 channels
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Or one 108CH licensed service host can rescue 8 clients average 13 channels per server. (According to the
number of server host licenses 13 x 8=104)

Failover client #1

Failover client #8 \

Failover client #2

v

Failover client #7 /

Failover Server

\

Failover client #3

Failover client #6 Failover client #5 Failover client #4

Chapter 22.2 Host Hot Spare Mode

One fault-tolerant migration service host can back up for up to 60 Navigator recording service hosts, and
perform fault-tolerant migration video recording services.

When a client disconnects, the channel settings are backed up to the fault-tolerant host. However, only one
remote NAV service can be backed up at a time.

System Sefings Schedule Recording Time Network Failover

(O Disable failover

O Failover server mode Station Name Fallover Client 00

Station Hot Spare Mod ~ | HOST IPv4; X

= Falover Remote Clier

3 Clert 01 |
5] Chent 02
8] Cient 03
Client 04
5 Client 05
&) Chert 05
5 Cliert 07
Client 08
B8l Client 03
8l Ciert 10
B (et 11

HTTP Port 0
Usemame

Password

(=

W

(0 Audio alarm loop

Connect Inquiry

(O Failover client mode Station

GUID: AL

Cancel

Chapter 22.3 Enable Failover Monitoring Service

To enable failover on the failure over machine, please click System SettingsB and go to the Failover tab.
Select Failover server mode if you want the Navigator recorder to operate as a failover server; select Failover
client mode if you want your workstation to operate as a client.

For failover server, choose one of the clients (Navigator recorders) from the list, and specify the host IP
address, port number, username, and password to enable the monitoring service. The default port for
Navigator is 8021. To enable failure alarm, please select Auto Alarm Loop.
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Chapter 22.4 Failover Client Setting

For the Navigator recording server that will be rescued, choose Failover Client mode. Press OKbutton and
re-launch Navigator application.

System Settings

System Seftings  Grouping Schedule Recording Time Network Failover

() Disable failover

() Failover server mode Station Name Failover camera

Station Hot Spare Mod HOST IPv4:

i Fallover Remote Client HTTP Port 8080
2 Client 01
{5 Client 02 Usemame

] Client 03
fisl Client 04 Password
L4 Clent 05

Eﬁg Clignt 05 O
£ Client 07

L )
fisd Client 08 i

Audio alarm loop

o n

© Failover client mode |Slatmn Hot Spare Mode ~f

Channel Hot Spare Mode
Statlczr! Hot Spare Mode

GUID 208 =g o
0K Cancel

Chapter 22.4.1 Channel Hot Spare Mode
For the failover client (backup host), please check “Failover enabled” in the properties of the camera to be
used as the failover client, as shown in the figure below:

£ Camera Settings#001

DisplayRecord = Preview
8 Activate this devid @ Failover enabled 236 |

Name #0012

Channel Location

Device Type IP Camera ~|  Detect
Channel Cam 001 Setting

Auto import NVR mport

Streaming Mode  Dual Streaming Mode for the Channel

Record Mode Record dual streams v|1FPS
Network
IPDNS L= oe 0 nn s o o LN
HTTP Port (ex 80) 920 X Find Device Video
Onvif Port (Optional 299
Wy b . Assign the Recording Disk
HTTPS Port (ex. 443) 443
Video Port 554 (] Auto switch the audio Alarm Management
Username admin ONVIF 2POSIOSD
Password & Device Type IP Cam
e ANPR Group Sefting
Cameraldgs ID 1 ~ Alarm Input (DI 1

Relay Output (DO). 1 teaCadning

Facial Recognition
18 syncnronize Time with PC Apply acial Recognitior

0O 0.05FPS
[ Low bit rate client and server connection Advance Privacy MaskIOSD

Reboot Device Launch Browser oK Cancel
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Chapter 22.5 Fault -Tolerant Migration Service Host Setting
For the failover server, please fill in failover client 01, the IP info of the server, which will be rescued, press ok
to validate and you will be asked to re-launch the Navigator application

Do the same for the cameras you want to rescue.

System Settings

System Settings  Schedule Recording Time Metwork Failover

(") Disable failover

© Failover server mode Station Name Al Failover camera
Channel Hot Spare Mo ~ HOST IPv4: 192.168.3.61 X [H0r#F
i — | #02: #F(1-2
{E Falover Flemote Cliert | HTTP Port 8021 #03: #F(1-3
24 Cliert 01
E:J Client 02 Usermame admin
2] Client 03
i Chient 04 Passwaord ssss
[ Cliert 05 ;)
&2 Cliert 06
tig] Clent 07 1D
2] Ciient 03 L
[CJ Audio alarm loop
Connect Inquiry
() Failover client mode Station Hot Spare Mode
GUID 2 3

OK ] Cancel

Note: The failover server cannot be used for normal recording, if you had a previous setting on this server,
they will be inactive.

In the group page you will see 8 new groups.

-8

H
B
B
8 =
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After re-launching Navigator, go back to failover setting you will see on the right all cameras selected for
failover server.

System Settings

System Seftings  Schedule Recording Time Metwork Failover

() Disable failover

© Failover server mode Station Name Al Failover camera
Channel Hot Spare Ho ~  HOST IPyé: 182 168.3 51 x [FOT#(-1)Cam 001
_ #02: #F(1-2#002 ZANE S8
(= Faiover Remote Client HTTP Port: 8021 #03: #F(1-3)#003 Cll S
4 Cliert 01
e Cien 02 Usemame admin
i Ciiert 03
) Clen 04 Password ssss
iz Ciiert 05 o
5 Cliert 0
= Cliert 07 (15
i Clert 08 ¢
[ Audio alarm loop
Connect Inquiry
() Failover client mode Station Hot Spare Mode
GUID: 2o & . . S ——

Press inquiry

Navigator 64'Bits

O Get FAILOVER Client Info OK! 2

oK ]

To test this function, for example, the Navigator recorders (failover clients) suddenly power down at 13:57:00,
failover server will start recording selected channel until failover clients are recovered.

Failover server

; ; Failover Client
Failover Client

]
t t

13:30:00 13:57:00 14:04:00
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Go to failover server playback interface, you will see a new group

Failover Group 1 -

2020/11/09 Calendar
[=] November 5] [

Main Gro
2020/11/09 Calendar
[=] November =] [ 2020 [=]

You can now playback data on the server.

00®000O0OO6O06

Note: That data on failover server want not be copied to the original failover client, so you need to know at
what time the issue happens to check the correct server to find the data.

If you need the failover client has the missing data, you need to use the archive manager function, but it will
be very slow and it will backup one channel at a time and also bandwidth consuming.

Chapter 23 Utility Tool
When users need to make extensive batch modifications to application functions without opening the software,
they can make adjustments using a utility tool, saving a lot of tedious time.
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Chapter 23.1 SyncSetinfoTool

This function is about NAV camera property page adjustment.

1. Directory: C:\navusers\APP Schedule
2. Execute SyncSetinfoTool.exe

Sync function:

Connect Mode: Supports main/sub stream output of images with two different bit rates.

Record Mode: Supports main/sub stream recording or dual stream recording, and supports
low-capacity recording mode.

Time Adjust: Synchronize with the local PC time.

Low Bitrate CMX HTTP Server Mode: When checked, saves bandwidth in the HTTP Port external
web connection channel Live screen.

HTTP, HTTPS, Onvif, Video Port: The device’s connection port.

Protocol: Streaming protocols, RTP/UDP, RTP/TCP, or RTP/TCP/HTTP.

Select Channel: You can independently select channels for the above functions or choose to apply
to all channels.

All open: All channels are enabled.

All close: All channels are disabled.

Arrange normally: Restore the default channel sequence.

Apply: Applies the settings.

Chapter 23.2 SetNavAndNccOpenAPPEX

This function is about the automatic login and software startup waiting time of NAV, NCC & AlEngine.

NAV Set OPEN
NAV Set OPEN

Trigger Time

20 seconds b4

NCC Set OPEN
NCC Set OPEN

Trigger Time

20 seconds >

AAIEngine Set OPEN
[ AlEngine Set OPEN

Trigger Time
[20 seconds ~]

ClearRegistrationInfo
ClearFilesAndAutoOpenApps

e |
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NAV Set OPEN: After NAV is started, the waiting time before software login.

NCC Set OPEN: After NCC is started, the waiting time before software login.

AIEngine Set OPEN: After AIEngine is started, the waiting time before software login.
ClearRegistrationInfo: Clear NAV registration license. (Please use with caution!) -
ClearFilesAndAutoOpenApps: Clear all settings and databases for NAV, NCC, and Client. (Please
use with caution!)

Startup sequence time specification:
1. NAV > NCC
2. AIEngine = NAV or AlEngine < NAV

Chapter 24 Troubleshooting and Support

Chapter 24.1 Choosing between SMR and CMR in Hard Drives

Many people ask what is the right hard drive for the intended use. Because different recording methods have
different performance, SMR is used for cold data storage and CMR is used for repeated reading and writing
data. Both technologies have their own characteristics for reasonable and right application.

In our guide, it is usually recommended to use CMR hard disks. When the recording host often reads and
writes or important data transmission is important, CMR hard disks are a good choice. It is recommended to
choose the Pro series of the same model, which can read and write for a long time. To maintain life and
warranty, the following are WD and Seagate series hard drives.

For more detailed hard drive model brands, please consult the original manufacturer's technology.

‘ Western Digital ‘ 5 WesterDigital

Ultrastar ‘ Ultrastar | Ultrastar
DC HC530 DC HC550 ‘ DC HC570

==

| «espim-a

Brand Model # Format | Application RAID 5

WD Purple Surveillance Al | CMR DVR&NVR monitoring power saving or small video | 8 Bay
recording

WD Red Pro NAS CMR NAS RAID small and midsize video recording 16 Bay

WD Ultrastar DC HC530 CMR NAS or medium-scale video recording database 16 Bay

WD Ultrastar DC HC550 CMR Database and recording a connected large number of | 24 Bay
channels

WD Ultrastar DC HC570 CMR The database is frequently written and read, and JBOD | 24 Bay
has more channel recordings.

WD Gold Enterprise CMR The database is frequently written and read, and JBOD | 24 Bay
has more channel recordings.
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Brand Model # Format | Application RAID 5

Seagate SkyHawk Al CMR DVR&NVR monitoring power saving or small video | 8 Bay
recording

Seagate IronWolf Pro NAS CMR NAS RAID small and midsize video recording 16 Bay

Seagate Enteprise Exos 7E8 CMR Database and recording a connected large number of | 24 Bay
channels

Seagate Enteprise Exos X16 CMR The database is frequently written and read, and JBOD | 24 Bay
has more channel recordings.

Note: Technically speaking, SMR also uses a vertical magnetization method, so in order to segregate, the
original PMR is renamed CMR.

Note: Depending on the grade or type of the hard disk, the hard disk will decline for a certain period of time
when reading and writing, and then return to the normal writing speed. It is generally recommended to use the
enterprise-level hard disk of the database to process a large amount of images or retrieving data. In addition,
please ensure to keep more than 10% of the reserved space, which aids in buffering hard disk writing.

Chapter 24.2 Computer Room Guidelines

Generally, the computer room should maintain a temperature of 24 + 4°C and a humidity level of 50 + 20%.
Too high temperature and humidity can lead to component corrosion, shortened lifespan and equipment
failure. Clean regularly to reduce dust accumulation and reduce the risk of overheating. Please ensure that
these assets are protected from any moisture-related environment.

Chapter 24.3 5.0 System Requirement

The requirements for NAV recorder host and Al recognition server are as follows.

* The number of channels depends on the CPU cache speed. (Simulated scenario calculation: Multiple split
screen 480P 15FPS)

Video decoding for the recording host: H.264/265 CPU type.

5.0 NAV Recorder System

Minimum System Requirements Basic System Recommended System

Requirements

Requirements

Operating System

Win10 Pro 22h2(64 Bit)

Win10 Pro 22h2(64 Bit)

Win11 Pro 22h2(64 Bit)

Processor Frequency

2.4Ghz or higher

2.6Ghz or higher

3.0Ghz or higher

Core Processor

6C/8T or higher

8C/16T or higher

8C/16T or higher

Processor Intel® Core 10" i5 or higher Intel® Core 10% i7 or higher Intel® Core 12" i7 or higher
Recording Channel 36-ch 72-ch 108-ch
Dynamic Recording 16-ch 36-ch 79-ch
Channel
N
umber of Al camera 16-ch 36-ch 79-ch
supported
Number of Al
Recognition  Channel | 4-ch 8-ch 16-ch
supported
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Hard disk Quantity 8 BAY 16 BAY 24 BAY
Built in Graphics Card Intel® HD Graphics 630 Intel® HD Graphics 730 Intel® UHD Graphics 730
Dedicat hi
szca ed  Graphics |\ idia GT1030 Nvidia GT1050 or higher Nvidia GT1050 or higher
Al Video Memory 16GB or higher 32GB or higher 64GB or higher
Video Memory 16GB or higher 16GB or higher 32GB or higher
Dynamic Video Memory | 16GB or higher 32GB or higher 64GB or higher
System Disk Space System SSD 256GB or higher | System SSD 256GB or higher System SSD 500GB or higher
Database Event
1TB or higher 1TB or higher 1TB or higher
Storage

Storage Disk Level

NAS PRO or higher

NAS PRO/Data Enterprise or
higher

Data Enterprise or higher

RAID Level RAID 5 RAID 5, 50 RAID 5, 50

RAID Model 9361-81 1G or higher 9361-81 1G or higher 9362-81 2G or higher

RAID CARD 6 Gb/s or higher 12 Gb/s 12 Gb/s

Internet Connection 1000Mbps RJ45 or higher 1000Mbps RJ45 or higher 1000/10000Mbps RJ45 or higher
Monitor Resolution ;iigluﬁ:n 1024 Minimum ;ﬁ?}lu t); ) 1080 Recommended | 0,5 x 1080 or higher

5.0 Al Recognition System

Minimum System Requirements

Basic System
Requirements

Recommended System
Requirements

Operating System

Win10 Pro 22h2(64 Bit)

Win10 Pro 22h2(64 Bit)

Win11 Pro 22h2(64 Bit)

Processor Frequency

2.4Ghz or higher

2.6Ghz or higher

3.0Ghz or higher

Core Processor

6C/8T or higher

8C/16T or higher

8C/16T or higher

Processor Intel® Core 10" i7 or higher Intel® Core 10'" i9 or higher Intel® Core 12t i7 or higher
Recording Channel 4-ch 9-ch 16-ch
Number of Al
Recognition Channel | 4-ch 8-ch 16-ch
supported
Database Event ) . .
1TB or higher 1TB or higher 1TB or higher
Storage
Built in Graphics Card | Intel® HD Graphics 630 Intel® HD Graphics 730 Intel® UHD Graphics 730
Dedicated  Graphi
czréca ed Brapies | \vidia RTX3060 or higher Nvidia RTX3060 or higher Nvidia RTX3080 or higher
Al Video Memory 16GB or higher 32GB or higher 64GB or higher
Dynamic Video
Memory

System Disk Space

System SSD 256GB or higher

System SSD 256GB or higher

System SSD 500GB or higher

Storage Disk Level

NAS PRO or higher

NAS PRO/Data Enterprise or
higher

Data Enterprise or higher

Internet Connection

1000Mbps RJ45 or higher

1000Mbps RJ45 or higher

1000/10000Mbps RJ45 or higher

Minimum resolution
for object
recognition

Up to 120 X 120

Up to 120 X 120

Up to 120 X 120

Monitor Resolution

1280 X
Resolution

1024 Minimum

1920 X 1080 Recommended
Resolution

1920 X 1080 or higher
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Note:
1. GPU decoder does not support AMD display cards
2. Windows 2012 R2 operating system is not recommended
3. Video recording HDD compatibility table, please contact the original manufacturer technical support.

5.0 Facial Recognition System

4 Monitors System Requirement 6 Monitors System Requirement
Operating System Win11 Pro 22h2(64 Bit) Win11 Pro 22h2(64 Bit)

Processor Frequency 2.4Ghz or higher 2.6Ghz or higher

Core Processor 6C/8T or higher 8C/16T or higher

Processor Intel® Core 10" i7 or higher Intel® Core 12" i5 or higher

Face Recognition camera number 2¢h 4ch

supported

Dedicated Graphics Card Nvidia RTX2060 or higher Nvidia RTX3060 or higher

Memory 32GB or higher 32GB or higher

System Disk Space SSD 256GB or higher SSD 256GB or higher

Storage Disk Level 1TB or higher 1TB or higher

Internet Connection 1Gbps RJ45 or higher 1Gbps RJ45 or higher

Face Recognition supported Up to 2ch Up to 4ch

channels

'r\gic';ig‘nti'ﬁ";nre5°|”ti°” for object |+ 80x80 pixels Up to 80x80 pixels

Camera resolution 1080P between 30 and 60 frames 1080P between 30 and 60 frames
Monitor Resolution 1280 X 1024 minimum resolution 1920 X 1080 recommended resolution

Chapter 24.4 Other Peripheral Hardware Support Table

Hardware Support List

Supported Device Supported Model

Our 3D Keyboard Use USB convert to RS-232/RS-485, PMH-RS485/USB USB to RS-232/485
RS-232 to TCP/IP network supports our 3D Keyboard or RS-232 POS.

RS-232 POS System CYT-100SC RS485/RS232 to TCP/IP Converter

Ethernet Cash Register Drawer APG-480/APG-490

MOXA Remote /O Control Box ioLogik E1210, E1211, E1212, E1214

Embedded Video Decoder Our Video Decoder

Barcode Scanner LS1203

USB Fingerprint Lock USB FINGERPRINT LOCK

USB Microphone DIKE DVM600

PCle Network Card 2.5G STL N-690(Intel 1225-V)
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PCle Network Card 10G STL N-760(Aquantia AQC113CS)

Screen Adapter Cable DP TO HDMI 4K UGREEN IDispIayPort to HDM

Screen EDID Emulator 4K BENEVO Screen EDID Emulator (BVDHDMI4K)
GT 1030

Display Graphics Accelerator GTX1050/1060
RTX 2060/2080/3050/3060/3070/3080/3090
RTX 4060/4080

Chapter 24.5 Automatically Login In Windows 10& 11

This method applies to Windows 10 account. You do not need to enter your account password each time you
turn on your PC. Windows 10 will automatically boot to the desktop.

Please be aware that enabling automatic login makes your computer more convenient to use but anyone can
simply turn on the computer and access your personal data, so it’s less secure than logging on manually. That
needs to be taken into account.

In addition, if it is "System logout" or "Account Lock", you have to enter the password to log in again. Which
means this method is suitable for operating system booting only. And it is possible that entering a password is
required in other operations.

The areas with unstable power, or Windows updates in the middle of the night, may reboot the system. In
order to quickly restore system operation and maintain the LAN connection security, you can apply the
following methods.

Note: Navigator 3.0 does not support switching between multiple Windows accounts. Please upgrade to
version 5.0.

1. Windows 10 User Account Settings
1. Type netplwiz into the Search bar and enter the username account.
2.  After open User Accounts, you will see Users must enter a user name and password to use this
computer option ischecked by default. This means a username and password must be entered to
log in.

§ Use the list below to grant or deny users access to your computer,
#5  andto change passwords and other settings.

Imu s sk enter 2 user narme and passward o Use this computer, I

Users for this computer:

User Name Group
2 NAV Administrators

Add... Remove Properties
Password for NAV

A To chenge your password, press Ctrl-Alt-Del and select Change
& Password,

G

3. If " Users must enter a user name and password to use this computer” is not available, the
reason is that Windows 1803 is a newer version and Microsoft hides this option. To enable this
function, please refer to the following:
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Type regedit in the search bar and enter the Register Editor.

Best match

4> Registry Editor
ﬁ' AQT

-&;

Feintec: “regeditmic
Registry Editor
' Open
Run 3 admensstrator
Open file location
Pin o Start
1 Pin 1o taskbar
o |rgrllld

Navigate to the following path

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\WindowsNT\CurrentVersion\PasswordLess\

Device and change the DevicePasswordLessBuildVersion decimal value to 0.

=

File Edit View

Favorites

Help

Computer\HKEV_LOCAL_MACHINE\SOFTWARE\MicresoffiWindows NT\CurrentVersion\PasswordLess\Device

FontDPI
FontlntensityCorrection
Fontlink
FontMapper
FontMapperFamilyFallback
Fonts
FontSubstitutes
GRE _Initialize
ICM
Image File Execution Optior
IniFileMapping
KnownFunctionTableDlls
KnownManagedDebugging
LanguagePack
LicensingDiag
MCI Extensions
Mmci32
MiniDumpAuxiliaryDlls
MesiCorruptedFileRecovery
Multimedia
NaAuth
NetworkCards
NetwerkList
NelmeModelmes
Netifications
NeowPlayingSessionManage
Ntvdm6d
QEM
QOpenGLDrivers
PasswordLess

Device

a

Name Type Data
ablDefaylt) REGSZ. Lealue not cet]
ﬁlﬂrDcvi:epasswordLessBui\dVErsiun REG_DWORD 000000000 (0) I
Edit DWORD (32-bit) Value x

Value name:
DevicePasswordLessBuidVersion
Base
o] :I (®) Hexadecmal
() Decimal
Cos
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® Run "netplwiz" again and Users must enter a user name and password to use this computer
option will show up.

User Accounts X
Users | advanced

Use the list below to grant or deny users access to your computer,
s andto change passwords and other settings.

I Users must enter a user name and password to use this computer. I

Users for this computer:

User Name Group
B nay Administrators

Add... Remove Properties
Password for NAV

q To change your password, press Ctrl-Alt-Del and select Change
@iy Password.

2. Disable and Change User Accounts and Password Settings
For user accounts, please click the Advanced tab.Then, click Advanced on Advanced User Management.

Ac ot
Users | Advanced
Use the list below te grant or deny users access to your computer,
iy andto change passwords and other settings.
I [[]Users must enter a user name and password to use this computer, I
Users for this computer:
Automatically sign in X

You can set up your computer so that users do not have to type a user
name and password te sign in. Te do this, specify a user that will be
automatically signed in below:

User name: |NAV |

Password:

Reset Password...

Confirm Password:

oK Cancel Apply

Note 1: NAV host default user account: NAV; password: blank.
Note 2: NAV host has the highest authority by default.

Click Advanced.

Click Advanced user management, and click on Advanced.

Enter Local Users and Groups. Then click on Users on the console tree.
Enter the redundant user account and check Account is disabled.
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# s LocaUs

Addvarced File Action View Help
s a@ XE | B
Passwords
& Local Users and Groups (Local) || Bl o “Actions.
Vou can manage the passwords you have itored on this computer Usess R R
= Users -
Gaoups P R eirator uilt-in account for adr T =
¥ Defaulthccs.. A user account manage
Manage Passwords 2 9
% & Guent Builtn sccount for quel||ABGIZH &
Advanced user management By More Actions 4
] WOAGUnility A user account manage

Local Users and Groups can be used to perform advanced uses

% management tasks, ABC1234 Properties T %
Genersl | Menber Of  Frofie

Secure signein '& ABC1238

7 For added security, you can require users to press Ctrl+ Alt+ Delete
th

g in. This gy ntic Windows
sign-in screen appears, protecting the system from programs Ful name [4Bci234
that mimic a sign-in to retrieve password info.

Descrtion. ‘
[J Require users to press Ctrl+ Alts Delete
(] User cannat change password

= e ] Password never sxpres

[A Account is disabled

Note 1: Attention! Windows requires at least one set of user account to log in. Disable all accounts will cause
Windows login failure.

Note 2: For non-original NAV host users, it is recommended to keep at least one set of user accounts with the
highest system administrator authority, and close the other user accounts.

3. User Account Control Settings as Administrator

When only software license or a non-original NAV host is purchased, the user account does not necessarily
have the highest privilege. Hence, have to configure the user rights through the following settings:

®  Click User Accounts, and click on the Users must enter a user name and password to use this
computer check box.

Click Properties.

Click Group Membership.
Select Administrator.

Click Apply to save the settings.

XT1SPA-TRUNAY Properties *
Users  Advanced General | Group Membership
[ Use the list below to grant or deny users access to your computer, What level of access do you want to grant this user?
3 and to change passwords and other settings.
() Standard user (Users Group)

IE} Users must enter 3 user name and password to use this computer. I Standard account users can use most software and change

Users for this computer:

(® Administrator

Administrators have complete access to the computer and
can make any desired changes, Based on notification settings,
administrators may be asked to provide their password or
confirmation before making changes that affect other users.

(Administrators Group)
I G

B Nav Administrators I

O Other: Administrators
Add... Remaove | Properties I
Password for MAV
To change your password, press Ctrl-Alt-Del and select Change
Password,
Reset Password..
N s | [ o
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4. Change User Account Name
When renaming the user account name arises, it can be modified as follows:

®  Click User Accounts, and click on the Users must enter a user name and password to use this
computer check box.

®  Click Properties.

Under General, modify the user name.

®  Click Apply to save the settings.

% | X11SPA-TR\NAY Properties b
Users  advanced General | Group Membership
1 Use the list below to grant or deny users access to your computer, Usernsme: | ABC
" and to change passwords and other settings.
| Hame:
[ Users must enter a user name and password to use this computer.
Description:
Users for this computer; o
User Name Group
L7 Administrators.
Add.. Remove Properties
Passward for NAV
To change your password, press Ctrl-Alt-Del and select Change
Password
Reset Password
= w=a
oK Cancel Apply [ bl
h P

Note: After modifying the user name, make sure to restart the computer. Otherwise, the account cannot be
passed to execute some programs (For example: MegaRAID login)

5. Store Username and Password in Computer Settings

® In the User Accounts dialog, select your user account first and then uncheck Users must enter a
user name and password to use this computer. Click the Apply button and automatically sign in box
pops up.

®  Type your password, and then re-enter the password to confirm the same.

® Click OK to save the settings.

The next time the computer restarts, it will remember this set of passwords and automatically log in to the
desktop.

Users  Advanced

Use the list below to grant or deny users access to your computer,
and to change passwords and other settings.

I [JUsers must nter a user name and password to use this compuler‘l

Users for this computer:

User Name Group \

Administrators

Automatically sign in X

You can set up your computer so that users do not have to type a user
™ name znd password to sign in. To do this, specify 2 user that will be
z2utomatically signed in below:

User name: [hav |

Password: = ‘

Confirm Password: [sassed] ‘

oK Cancel | Apply

Note: After modifying the user password, make sure to restart the computer. Otherwise, the account cannot
be passed to execute some programs (For example: MegaRAID login).

122 66-UM-NAV5.0-OE-9



Chapter 25 System Optimization
Chapter 25.1 Windows Change User Account Control Settings

Before installing Navigator on Windows 7 and Windows 10, go to Control Panel — System Security — User
Accounts — Change User Account Control Settings and lower the setting to "Never Notify." This will confirm
that when the watchdog timer reboots the system, Navigator will automatically open and log in.

Win7 Example:

€4+ Control Panel b System and Securty » " [ )| Sesrch Control Pane »
Fie— st View Tooks Hep Choose when to be notified about changes to your computer
) User Account Control helps from making changes to your computer.
AR Tell me more about User Account Control settings
 System and Securit
o . Always notify
Network and Intemet
Harcware and Sound i Never notify me when:
®  Programs try to install software or make changes to
my computer
e *  Imake changes to Windows settings
@ Mot recommended. Choose this only if you need to
that are not
E because they do not support User Account Control
Never notify
150K Cancel
&) User Account Control Settings = O ®
S
Choose when to be notified about changes to your computer
User Account Control helps prevent potentially harmful programs from making changes to your computer.
fell me more sbout User Account Control settings
Always notify
=15 Never notify me when:
2, User Accounts - [m] X
*  Appstry to install software or make changes to my
« 8 > C computer
~ 4 8, > ControlPanel > User Accounts > User Accounts v O P
PN ® I make changes to Windows settings
Control Panel Home .
Make changes to your user account
Manage your credentials Sy - =
Make changes to my account in PC settings -
Create a password reset disk ! L . .
g P w ) DanielAPO
Manage your file encryption & Change your account name = el Ace ot
rtificate -
SEmERS ® Change your account type Administrator | .- @ Mot recommended.
& Configure advanced user Password protected
profile properties -
Change my environment ® Manage ancther account Nevernonty:
v
variables § Change User Account Control settings
[ ®ok ]| cancel

Note: User Account Control (UAC) is a feature in the Windows 7&10 operating system. When user account
control is turned on, the application will always run with the security content of a non-administrator account,
unless the system administrator specifically grants system access rights at the system administrator level.
Otherwise, UAC will prevent the automatic installation of unauthorized applications. To turn off this feature,
please set it as follows.
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Chapter 25.2 Turn off Hard Drive Defragment

In Windows OS, please go to Control Panel->System and Security->Defragment your Hard Drive->Configure
Schedule->Uncheck “Run on a schedule (Recommended)”.

3 » Control Panel b System and Security »

1

Search Control Panel

File Edit View Tools Help

Control Panel Home

3 Disk Defragmenter

T

iw Action Center

Review your computer's status and resolve issues
Troubleshoot common computer problems | Rest|
| System

View amount of RAM and processor speed
#) Allow remote sccess

System and Security
Network and Internet

Windows Firewall
Check firewall status

Hardware and Sound
Allow a pragram through V
Programs

User Accounts and Family
Safety

Appearance and
Personalization

& Chec

See the name of this co

&=y Windows Update

“d  Tum automatic updating on or off
P
%

b Administrative Tools

Free up disk space | Defragment your hard drive.

& View eventlogs | B Schedule tasks

Clock, Language, and Region Check for upi

Ease of Access :

Power Options

Require 3 password when the computer wakes
Change when the computer sleeps

3

Backup and Restore

Back up your computer | Restore files from backuy

BitLocker Drive Encryption
Protect your computer by encrypting data on your d

‘iri )

+  Disk Defragmenter consolidates fragmented files on your computer's hard disk to improve system
Tell me more about Disk Defragmenter.

- performance,

Schedule:

Scheduled defragmentation is turned on

Run at = 01:00 every EE=
Next scheduled run: 2018/7/11

Current status:

Disk.

&)

s New Valume (D3}
aNew Volume (E)
(—aMew Volume (Fj)
aMew Volume (G
uSystem Reserved

Only disks that can be defragment
To best determine if your disks ne

%) Configure schedule...

L= nuon

[

Disk Defragmenter: Modify Schedule

Disk defi schedule

[] Run on a schedule (recommended) |

Frequency: Weekly
Day: EE=
Time: L5 01:00
Disks:

Select disks.,

In Windows 10 OS, please go to Control Panel-> Security and Setting-> Defragment and optimize your drives,
click on Change Setting and uncheck “Run on a schedule (Recommended)”.

+ Q8

Control Panel » System and Security

ntrol Panel

‘ Security and Maintenance

* System and Security

|r Windows Firewall

System

L‘a.

Power Options

P

File History

« Backup and Restore (Windows

W o b

BitLocker Drive Encryption
Storage Spaces

Work Folders

Administrative Tagls
Flash Player (32-bit

@D Intel(R) Computing Improvement Program

LY
You t find out i they need
to
Stat
Ot Media typo
&0 Solid state drive
< DATA O Hard disk diive
Optimize Drives x
Optimization schedule
Optimize

Cancel

Close

Note: SSD (Solid State Disk) principle is different than traditional HDD. SSD does not have magnetic head
and disk does not have physical moving parts latency, when a command gets issued to access a magnetic
zone, the circuit can be transmitted as soon as the circuit is turned on. The time required to read any magnetic
zone is the same or much faster than traditional HDD, but traditional HDD can configure RAID5/50, there is no
need to disk defragment to speed up. Therefore, it is recommended to turn off Hard Hard Drive Defragment to

reduce system’s loading.
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Chapter 25.3 Turn off creating file content index
The indexing is mainly to establish contents of all computer files into searchable keywords, so as to quickly
find the required files. Because the contents of the file are constantly confirmed, the hard disk reading is
continuous resulting to high CPU usage rate. Turning off this feature doesn't make it impossible to find the file,

it will only look for the name of the file.

Click on the recording HDD and right click — Properties.
Uncheck the checkbox "Allow files on this drive to have contents indexed in addition to file properties" and

apply all folders and files.

& Pictures
o
FACE

I 5

b Netuor

Apply changes to the driver and files.

ol = (E:) Properties =
Security Previous Versions Quota Customize
General Tools Hardware Sharing

- Disk (E:)
Type: Local Disk
File system:  NTFS
. Used space: 524 425,062,144 bytes 860 GB
Free space: 75,774,025,728 bytes 70.5GB
Capacity: 1,000.203,087,872 bytes 931GB
BB Disk Cleanup
] Compress this drive to save disk space
[[] Allow files on this drive to have contents indexed in addition to I
file properties
Cancel Apply

Confirm Attribute Changes

disable indexing

it to all subfolders and files as well?

() Apply changes to drive D:Y only.

You have chosen to make the following attribute changes:

Do you want to apply this change to drive D:) only, or do you want to apply

"4 Applying attributes...

Applying attributes to:

D:\Video\11CAT3AD-C15E-4DFF-936B-5370D74A5ABD.. \ch08.mpg

(®) Apply changes to drive D:\, subfolders and files

Carca

Cancel

Note: You can apply the changes to the recording disks.
Note: It is recommended to perform this step before planning the system recording. Otherwise the pressure
on the hard disk will be increased when the disk index is canceled during recording, which indirectly affects
access of the image database from the local or remote.
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Chapter 25.4 Turn off Power Saving Mode

In Windows 7&10 Operating System, press Control Panel—System and Security —Power Option

® Put the computer to sleep: set to Never.
® Turn off hard disk after: set to 0.

W v Control Pacel b System snd Secuily » Pows Optisra b Edit Plan Settngs

File Edt View Tools Help

Change settings for the plan: High performance

Cheose the seep and display settings thet you want your computer fo use.

FU Power Options =) S Turn off the deplay: 30 mmutes -

Advanced stings |

I W Ful the computes te sleep: | Never

¥ Schect the power plan that you went to customize, and
; then choose settings that reflect how you want your
computer 5 manage power.

High parfosmance |Actwve] -

High performance
= Require s pessword on wakeup

| Sevechanges | | Canced |
Setting! Ve
Hard disk
= Tusr off hard duk sfter

# iMimuresk [ ¥
~ Ttenet brplores

= Desitop background settings

+ Wirgless Adagter Settings

= Glesy
ses

Festore plan sefaulls

Ok || Cocel

Note: Turn off hard disk time setting can effectively reduce hard disk wake up time.

Chapter 25.5 NVIDIA Graphics Card Maximum Performance

If NVIDIA graphic card is use, mouse right click — NVIDIA control panel— Manage 3D setting— Global
Settings— Power management mode— Prefer maximum performance— Apply.

B rvioia control Panet
Fle Edit Desiiop 30 Seftings Help
Dok ~ D | G

o aTe

. Manage 3D Settings

mith privin,
“Fou can change the gobal 30 setfngs and crests ovendes for spechic prograrms. The cveridies wi s Lsed automalizaly sach Sme B specied prog ams e [aunched.
Twoulid like to use the fallowing 0 settings:

Gickal Seftinge: Program Seltings

Settings:

Feature

CUDH - GRS i

View >
sort by > E r’.l:\e - = on
Testure fikering - Anisotropsc sample apti of
Refresh Fesure fbeing - egave 00 i atow
Testar flkering - Quay Quaty
% Tetarn Nibering - Tilnenr ceimization on
Paste Threaded cotimization Ata
T off
Paste shortcut . Use the 30 aoclication setfing
Virtuad Reabty pre-rendered frames Ust the 30 apelicaion setting u
T Resture
I [E NVIDIA Control Panel I
Nl > Desariction
Sebect the GPU to be used by OpenGL applications. Choosing a GRU that s part of an 5L o Mosak group will effictively
et svery G In that grous.
C3y Display settings
] L3 >
&5 Personalize Wt T

Note: If NVIDIA graphic card driver gets updated, it might restore default automatically.
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Chapter 25.6 NVIDIA GeForce Experience

This is used to record and share game videos, and broadcast live on YouTube, Twitch and Facebook.

When installing the graphics card driver, please do not install GeForce Experience. For monitoring system
stability, there is no need for video streaming and frequent automatic driver update

® Please select manually [ NVIDIA Graphics Driver] -

NVIDIA Installer = >

@ NVIDIA Graphics Driver and GeForce Expenence

@ NVIDIA Graphics Driver
License Agreement

!EI}' instaling you agree to the following:

Copyright © 2024 | All rights reserved. Product specifications and availability are subject to change without prior notice.
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