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Subject: New security improvements for LILIN IP cameras and NVRs

1. CGlis protected to prevent inserting user authentication details including
DDNS, SNMP, SIP, Samba service.

2. Hardcoded username and password of web page has been removed and
encrypted.

In order to add extra security protection, the following protocols and mechanisms
have been added to the recent firmware releases.

HTTPs
® HTTPs (TLS) added for both NVR and IP camera
® NVR provides HTTPs for remote browsers.
® DDNSIPCam.com supports HTTPs.
® DDNSIPCam.com connects via HTTPs for NVRs and IP cameras

Digest Authentication
® Digest authentications are supported via HTTP and RTSP for both NVR and
IP camera.
® |P filters, black and white lists to prevent unauthorized access
® Password strength enforcement
® Guest and operator default access rights have been removed.

Password Protection
® Force to change default password at web interface with disclaimer prompt.
® Database regarding credentials inside firmware are encrypted.
® Username and password in firmware are represented as non-array (string)
based for preventing reverse engineering for NVR and IP camera.
Remove https://www.shodan.io/ scanning.
802.1x on Ultra, S, and M camera series

Sensitive Data Encryption
® Import and export configuration files are encrypted for NAV, NVR, and IP
camera.
® Sensitive database such as username and password of DDNSIPCam.com
are encrypted.

LILIN will continuously improve security issues of LILIN IP cameras and NVRs if there
is any and will soon add the followings:

® Brute force attacks for account lock out for certain time
® Support HTTPs for LILINViewer App

Other Security Concerns

DDoS (A Distributed Denial of Service) & Botnet

NVRs or cameras could become DDoS & Botnet devices for attacking other Internet
services. The root cause might be the camera developers use Internet open source
for, RTSP, HTTP server and Telnet for cameras. LILIN wrote our own RTSP service,
HTTP services, and do not have default password for Telnet service.


https://www.shodan.io/
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LILIN NAV System Improvement for WannaCry 2.0
® Disable TCP 455 Port

Protocols
SNMP
SNMP client is disabled by default.

UPnP
UPnNP server is disabled by default.

Bonjour
Bonjour client is disabled by default.

FTP
FTP server is disabled by default.

HTTP
Some NVR and camera vendors have master password built-in in their devices.
LILIN NVR and camera do not have default passwords built-in.

More Secure Way
LILIN P2P protocol is proprietary. LILIN P2P protocol is now available for LILIN NVR
platform. LILIN P2P NVRs can be accessed by LILIN Navigator and LILINViewer.

LILIN Data Privacy Policy

LILIN is committed to protecting your online privacy. We have designed our website
and IP surveillance solution in a way that will enable you to visit and access most of
the available information and materials without having to submit any personal data
unless you choose to. However, in order to get access to some of LILIN’ services, it
will be necessary for you to provide personal data on certain areas of the website.

This privacy policy clearly explains the data collected and the scope it may be applied.
It is only applied to this website and not applied to other related website links,
products and services of the subsidiary of LILIN. Please do glance over the complete
privacy policy. LILIN and its subsidiaries may share the personal data with each other
and use it consistent with this privacy policy.

What Information We Collect

We will not collect any personal information if you only glance over this website or
download the files. This website will record certain information, including IP address of
the computer, browser type, operating system, domain’s name, connection time and
website users check, when users glance over the website or inquire about the
software. This collected information will be used for managing the website flow,
analyzing how the website is used for the purpose of maintaining and enhancing
overall performance of the website and quality of the service. This website is merely
used for analyzing all users’ behavior instead of the single user’s behavior.

We collect personal data mostly when we need to identify users’ identity or make
contact with users. Generally, we will require users to register their personal
information when they register/ log-in the website itself for further use, enquiry about,
purchase or register products or service. The personal information LILIN asked for
include but not limited to the e-mail address, account name and password. If
necessary, it may include other information we ask for to meet the service users ask
for. We may also collect information regarding which subpage of the website most
users click on. However, we will not disclose your personal information if you don’t
agree on it.

How We Use the Information We Collect
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We will use personal information of users for the following purposes:

® To make website service more tailored to users’ needs

® To assist us to develop and release website contents to users

® To notify users about the latest information and services of LILIN to meet
requirement from users.

Personal information of users may be stored or processed in LILIN Taiwan, branch
offices or regional agents in other countries. Once you use the website, you agree to
send the information collected all over other places.

Manage Users’ Information with Care
When users register or provide personal information, LILIN will never provide the
information to the third party except for some exceptional circumstances.

Guard Users’ Information

LILIN is committed to protecting the safety of personal information by means of safe
technology and process to avoid the information being accessed, used or disclosed
without unauthorized permission.

How We Use Cookies
When users visit the website, the computer will be installed with “cookies” (only if
users accept cookie).

If users had visited the website, we will be able obtain and read cookies. Cookies
enable the websites to store certain user information on your computer in order for us
to customize your experience when accessing the sites. We may also collect the
information about how users click on the link of the e-newsletter from cookies. The
information makes sure that the website provides what users really need to read. This
data will be collected by means of total statistics and will not be linked with personal
information.

Changes

We reserve the rights to revise this policy from time to time, and will post the most
current version on our website.

Contact
Contact http://lilin.zendesk.com for technical support or any camera security issue
found.
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