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How to setup an Al camera to send alerts to Gmail with photos

Document Number: A00326
Date: 2022/07/05
Dept: Technical Support, Taipei

Subject: How to setup an Al camera to send alerts to Gmail with photos.

Description: LILIN 7 series cameras support SMTP email push notification. To use Gmail push

notification, please follow the instructions below.

Requirement:

LILIN Z7 series PTZ and camera, release 2.0.3.61 or above.

Step #1.:

Sign in to your Google Mail account and select Security. Turn on 2-Step Verification and enter the

application password.
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Step #2:

Enter the application "Mail* and select the device as shown below. Both Windows Phone and
Windows Computer can be selected. After selecting, click on “Generate”.

< App passwords

App passwaords let you sign in to your Google Account from apps on devices that don't support 2-Step
Verification. You'll only need to enter it once so you don't need to remember it. Learn more

Your app passwords
Name Created Last used

lilin_aida Jul 26 Jul 30

Select the app and device you want to generate the app password for.

Mail Windows Computer

GENERATE

Step #3:
A 16-bit code is generated. Copy it to the Al camera.

Generated app password

Your app password for Windows Computer

dktj . usae wgrr

How to use it

Add your Google account 1. Open the “Mail" app.
2. Open the “Settings” menu.
3. Select “Accounts” and then select your
Google Account.
4. Replace your password with the 16-
- character password shown above.

Frier the infurmation beew 1o connect o your Gaogls atount

Frrail address

securesally @gmailesm

Inclue your Google contacts and calendars

Just like your normal password, this app
password grants complete access to your
Google Account. You won't need to remember
it, so don't write it down or share it with
anyone.

Learn more

DONE
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Step #4:
Paste in the authentication password on the Al camera.

Live | Language | Logout

FTP Service Setup > Notification > SMTP Service
SMTP Service E£-mail Receiver Setting
HTTP POST Service E-mail Address1 [m‘
SD Card Service E-mail Address2 [ |
SD Card Backup File | E-mail Address3 [ |
SAMBA Service E-mail Address4 [ |
l |

E-mail Address5

E-mail Sender Setting

E-mail Address [;t?-gmail com ]

SMTP Server |smtp.gmail.com |
O Auth Login

SMTP Authentication @® Auth SSL
O Auth TLS

SMTP Port |465 |

Authentication

[ON |
Auth Account [ steve-@gmail com ‘

Auth Password

Send Mail & Status

Step #5:
Paste it in the plug-in authentication password on the Al camera. Enable email naotifications.

P @@ 7 O

LPRLIST OUTPUT SETTING ABOUT

—— SMTP Service S

Enable email notification

E-mail template
E-mail address1 ! pamail.com

E-mail address2
E-mail address3
E-mail address4
E-mail addressS

E-mail sender setting

E-mail address
SMTP server [smtp.gmail.com

SMTP authentication [Auth. SSL

SMTP port 465

Authentication ON

Auth_ account ste il.com

Auth. password [

Dote Time: <[M|>/<[DD>/<[Y¥YY[> <|hh|>:<[mn|>:<[s5]>
Camera Name: ¢|device_name|>

E-mail wmgm Object 10: <|obj_tracking_id|> -
Object Name: <|name|>
t: <|behavior_name|> Z

Note: Please enter email information at Setup >

Notification > SMTP Service

-
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Step #6
Enable warning zone and behavior detection.
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LPRLIST ALARM OUTPUT SETTING ABOUT

—— Alarm Settings

Enable object classification
Al object size filter (FOV%) Behavior object size filter (FOV%) for each zone
2 70 0 80
O O U O
Confidence (%) > Behavior detection

16 CJProhibit zone -

O/ [ Zone with dwell / Parking violation
Dwell (Sec) > CILPR allowed list detection in zone (06Al)

4 [CJLPR denial list detection in zone (06AI)
e O Tripwire / Traffic flow
Dwell (Min) > [N [ Density detection (03Al)
Classffication [CJAI missing object detection
Cperson “ | [OLPR visitor list detection in zone (06AI) %
Obicycle Detection zone output
B car JCamera virtual 1 =
Emotorbike ] Camera virtual 2 ==
HMbus [JCamera virtual 3 Detection zone [E3] [ [1] Cold zone | _Clean | et |
Lltrain (] Camera virtual 4 Show classified object only ) Enable object detectior
Gtruck [JNVR HTTP digital alarm output
Ofire_engine ¥ | |ONavigator HTTP output >
— Counter Settings
Counter triggering >= Counter Operand Resetvalue| | Resetevery
1 Link to post even Counter01: 0, Counter02: 0, Counter03: 0, Counter04: 0,
O Post every [None Counter05: 0, Counter06: 0, Counter07: 0, Counter08: 0.

Apply

Help for object classification
Object size (FOV%) is to filter out the size of objects over the range. Confidence (%) is to filter out objects with less recognition confidence. Behavior detection is to detect the behavior of a tracking object.
Detection output is the output actions after behavior detections. Detection zones: There are four zones for the detection. To set cold zone, click on Set button and select the objet to set cold zone.

To have relevant behavior event information in the email content, click the question mark to copy
and paste the Token keyword in the email content.

S s Customization Content Tokens - Google Chrome
= Jin§ ©r ?
el @ mip . A Notsecure | 61.216.97.157:8099/Aida/posttoken.html
LPR LPRUIST ALARM OUTPUT SETTING ABOUT Token usage:
Enable email notification <|obj_tracking_id> Object tracking ID
<obj_dwell_time>  Object dwell time
E-mail template Snameb> Object name
E.ma»: ::ress ; <color> Object color
-mail ress! <class_id/> Classification ID
E-mail address3 <lconfidence™> Confidence
E-mail address4 <left_x> Lefix
E-mail address5 <‘|oy_v > Topy
E-mail sender setting il L
= </height> Height
E-mail address [steve] ggmaicom ] Qectier 3> Cesiter s
SMTP server smtp gmall com 1 :c:::; 3 g;:::;nba
SMTP authentication Auth SSL ] <‘:°m,m< > Plate country
SMTP port 365 ] <area> Plate area, state, of province
o <plate_tistp> :::;ll)nst( visitor, allowed and
Auth. account [@gmaiicom | <[logoP> Car logo
Auth. password <|linked_plate> Object’s plate number
i 1 <lbehavior_id> Behavior ID
Date Time: <|MM|>/<|00]>/<|YYYY|> <|hh|>:<|mm|>:< <izone 1d> Zone ID
jome: <|device_name|> Serly
€-mail content [l <|obj_tracking_id|> </behavior_name> Behavior name
Object Name: <|name|> <iframe_1dj> Frame ID
|event: <|behavior_name|> B | 5 The count of Counter1 1o
Note: Please enter email information at Setup > counterX_count>  Counrerd8(X is 01-08)
Notification > SMTP Service The cusrent dwell of Counter01 to
SloovaterX_dwell> 0 nrer08(X is 01-08)
The current dwell unit of
e el o o Coman0X 01
08)
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Step #7:

The Gmail can receive emails and related information.

M Gmail
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Date Time: 07/31/2022 08:18:01

Camera Name: Parking%20violation%20%28Taiwan%29
Object ID: 6755

Object Name: car

Event: Parking violation

Dwell Time: 38 sec.

MAC: 00-0F-FC-52-F1-D1
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Contact lilin.zendesk.com for technical support.
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